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Preface

This document discusses different topics within Industrial IT and Automation with focus on
practical examples. The different topics will introduce relevant software and different examples
how to implement it in different programming languages like LabVIEW, Visual Studio/C# and
MATLAB.

Industrial IT is the integration of Automation and Information Systems across the business. You
could say Industrial IT is use of IT in industrial applications, everything from Process Control
Systems, Sensor Technology, Data Acquiring, Data Logging and Monitoring and Software and
Systems Engineering.

You need to have knowledge of Data Acquisition, Database Systems, Data Communication and
Networks, Automation and Control, etc.

Terms such as Internet of Things (loT), Smart Technology, Cloud Computing and Industry 4.0 are
very popular these days. These topics and many others will be discussed in this document.

The figure below shows some important steps in the Industrial IT and Automation evolution:
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This document discusses the following topics regarding Industrial IT and Automation (see figure
below):
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Word Cloud of some important Topics discussed in this document

This document discusses different topics within Industrial It and Automation with focus on
practical examples.

The different topics will introduce relevant software and different examples how to implement it
in different programming languages like LabVIEW, Visual Studio/C# and MATLAB.

Short overview of the contents:

e Part 1: System Engineering: Project Management, System Engineering, Software
Development and Documentation. You need these tools in order to create professional
Industrial IT and Automation Solutions.

e Part 2: Industrial IT: Data Communication, Database Systems, Web Services, Modbus,
Virtualization, Wireless Systems.

e Part 3: Automation: DAQ, HMI, Control Systems, Sensors and Actuators, OPC, SCADA
Systems, HIL Simulation.

e Part 4: Internet of Things: What is Internet of Things (loT), Home Automation, Arduino,
Raspberry Pi.

e Part 5: Applications and Examples: Here you find different applications and examples
within different areas.

In addition to this document, you find lots of online resources, in-depth tutorials, PowerPoints
videos, example codes, etc. on this web site:

https://www.halvorsen.blog
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Part 1 System Engineering

In this part, we start with an introduction to Project Management and System Engineering. Since
this document focus on practical implementations, it is crucial that proper project management is
followed and that you use a system engineering approach when you develop your solutions.

Web: https://www.halvorsen.blog/documents/programming/software engineering/
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1 Project Management

Since this document focus on practical implementations, it is crucial that proper project
management is followed and that you use a system engineering approach when you develop your
solutions.

Project management is the key factor in any software development projects. Project management
is the discipline of planning, organizing, motivating, and controlling resources to achieve specific
goals (Halvorsen, Hans-Petter (2017). Software Development - A Practical Approach!).

In Figure 1-1 we see the well-known project triangle.
Scope

Features, Functionality,
Performance

~Quality

Cost / ‘°aTnne

Resources, Budget Schedule, Deadlines

Figure 1-1: Project Triangle
Here are some Key factors to success:

e  Kick-off and Brainstorming

e  Planning and Estimation

e  Project Tracking

e  Communication and Collaboration

° Meetings

e  Using proper Tools, such as e.g., Visual Studio Online

16



17 1 Project Management

1.1 Project Planning

Software development involves lots of activities that need to be planned and synchronized. In
order to do that we need good tools for these activities. The Gantt chart is probably the most used
tool. In addition, we need to have different meetings in order to plan and coordinate the different
activities.

1.2 Kick-off/Brainstorming

A Project should always start with a Kick-off meeting where a brainstorming session is important
of that meeting.

During the brainstorming, you should:
* Involve all in the group
* Discuss what you are going to do in the project
* How are you going to solve the project?

* etc

KICK—-OFF MEETING

THIS TIME WE'LL
WRITE TESTS FOR
EACH AND EVERY
LINE OF CODE

YES! AND THIS TIME WE
WILL BEGIN TO DOCUMENT
THE CODE FROM DAY ONE

YES!
AND THIS TIME WE
WON'T ALLOW NEW
REQUIREMENTS TO
SLIP IN UNLESS WE

GET MORE TIME OR
RESOURCES

YES! AND lg:/'IIS

WE'LL
INTEGRATE
CONTINOUSLY

YES! AND THIS
TIME WE’LL MAKE
A REALISTIC
PROJECT PLAN

YES! AND THIS
TIME WE WON'T
SHIP LUNTIL WE HAVE
INISHED ALL TESTS

YES! AND THIS
TIME WE WILL

REFACTOR
REGULARLY

http://geek-and-poke.com

In addition to get good ideas for solving the project, you should learn from previous projects.
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1 Project Management

Examples: Who are going to solve the different parts, what kind of Frameworks are you going to

use, what kind of development tools shall you use, etc.

1.3 Software Development Plan (SDP)

A good idea is to create a Software Development Plan. The Software Development Plan gives an

overview of all the communication within the project or within the team, i.e., what kind of

communication, how the communication should be done, etc.

Examples of Communication:

Meetings: The Team will meet every Monday from ...

Standards: Which Word processor, Templates, etc.

E-mail... or other communication platforms, ...

Collaboration: How will you communicate? Work together on Tuesdays, ...
Other Tools: Microsoft Project, ...

etc.

The Software Development Plan typically includes the following sections:

1.

Introduction: This briefly describes the objectives of the project and set out the constraints
(e.g., budget, time, etc.) that affects the management of the project

Project Organization: This section describes how the development team is organized, the
people involved and their roles in the team.

Risk Analysis
Hardware and Software Resource Requirements

Work Breakdown (WBS, Work Breakdown Structure): Break down the project in into
activities and identifies milestones

Project Schedule: Shows dependencies between activities, the estimated time required to
reach each milestone, allocation of people to activities. (5) and (6) is typically done in a
Gantt Chart (created in e.g. Microsoft Project)

Monitoring and Reporting Mechanisms: Definition of the Management Report that should
be produced, when these should be produced, etc.

Other words for the Software Development Plan may be “Communication Plan” or “Project Plan”.

1.3.1 Gantt Chart




19 1 Project Management

One of the most used tool for project planning is the Gantt chart. The Gantt chart gives an
overview of tasks, subtasks, milestones, resources, etc. in a project.

In Figure 1-2 we se a Gant Chart example created with Microsoft Project.

Microsoft Project - gantt chart example.mpp

3@ Fle Edit Vew [nsert Formatk  Tools Project Colsborate Window Help  Adobe POF Type a question for help /@ X
NG HN GV S8 e sl L] B N Grou -w&ze@ym@!;s = ‘_:
§ﬂlllmlv,kesowcs v | Track ~ | Report v
Determine a budget
Task Name Duration|  Start Finish  Predecessors | |Oct7,'07 | Oct 14,'07 |Oct21,'07 | Oct 28,'07 -
SIMITWITIF[S|SIMITWITIFISISIM[TWITIFIS|SM[T WI[T FJJ
1| Determineabudget | 1day Tue10807  Tue 10807
2 Research Technologies 5 days Wed 1010007  Tue 101607 1
3 Select Technology 1 day Wed10M7/)07 Wed 101707 2
§ 4|  Research Brands 3days Thu10/18/07 Mon 10/22107 3
] 5| Select Brand and Model 1 day Tue 10/2307 Tue 10/2307 4
§ 6 Check On-line Stores 2days Wed 10424007 Thu 1052507 5
e 7 Check Local Outlets Sdays Wed 10724007 Tue 103007 5
8|  Select Retaier 1 day Wed 10/31/07 Wed 10/31007 76
9| Purchase 1day Thu11A07 Thu11A07 8
2
‘ Mld ﬁ
Ready : NUM /

Figure 1-2: Gant Chart Example — Microsoft Project

It is important that the Project Management is an active part of your software project. The Gantt
Chart should be used through the whole project, it is not something you create in the beginning of
the project and put in a drawer.

In Figure 1-3 we see the recommended way of working with the different project activities.
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How to work in the project period

Project Working with Documentation
Management Project Tasks (Report, etc.)

e

—>
e

N >
e

4 4

Important: Work with these activities in parallel!!!

Figure 1-3: Project Work

1.4 Meetings

Start

Finish

It is necessary to have meetings when planning and creating software, but these meetings should

not be misused.
Below we list some typical meeting needed during the software development project:

e Kickoff and Planning Meetings

e Project Meetings

e Daily Scrum Meetings

e Review Meetings

e Meetings for Planning next Sprint/Iteration
e etc.

For meetings in general we have the following guidelines:

e The meeting agenda should be clear.

e All meetings should follow the basic structure that is described for that meeting.
e Meetings should start on time, even if some team members are late.

e Meetings should finish on time.

e Each team member should come to the meeting prepared.
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1.4.1 Notice of Meeting and Meeting Agenda

A typical meeting agenda could be as follows:
e Project Plan, Gantt Chart (Project Manager)
e Work Items, Overview and Status (Test Manager)
e Demonstration of Applications/Coding (Individual)
e Short Status for each member (Individual)
o What have you done so far?
o What shall be your main focus the next weeks?

o Any Technical Challenges/Problems/Issues? (It is very important to get an overview
of the challenges in the project, or else the whole project will be at risk if you don’t
tell about them!)

o Other matters
e The meeting should last no longer than 60 minutes.

When you are finished with the meeting, write a short Minutes of Meeting as soon as possible.

1.4.2 Minutes of Meeting

Write a “Minutes of Meeting” (send on e-mail to team members and supervisor the same day!).
The purpose of this is twofold:

* Important decisions or agreements are recorded, so they are not forgotten!

* The second purpose is to record unsolved issues that require follow up action, so-called
action items. Each action item is assigned to one (preferred) or more team members with a
specific deadline for completion.




2 System Engineering

What is System Engineering? It is a complex process to develop modern and professional systems
today (Halvorsen, Hans-Petter (2017). Software Development - A Practical Approach!).

System Engineering: The process of analyzing and designing an entire system, including the
hardware and the software.

Software Engineering: The discipline for creating software applications. A systematic approach to
the design, development, testing, and maintenance of software.

A lot of systems today have a mix of hardware and software that is tightly integrated, like modern
smartphones, tablets, etc. To create such systems involves a lot of different disciplines.

Software, is any set of machine-readable instructions that directs a computer's processor to
perform specific operations. The term is used to contrast with computer hardware, the physical
objects (processor and related devices) that carry out the instructions. Computer hardware and
software require each other and neither can be realistically used without the other, see Figure 2-1.

Software

Hardware

Figure 2-1: Hardware and Software working together

In Figure 2-2 we see a typical network and infrastructure that is part of the system.

22
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Windows Server 2008/2012

Server

OPC
Server

Web
Server

Router

( T A Database
IGiEEREs Network & Server
Infrastructure
s sQL Se rver

Figure 2-2: Typical Network and Infrastructure in Software Development

In Figure 2-3 we see the different phases involved in the Software Development Lifecycle (SDLC).

UL i han ekl LIV L Planning ]
.-~ Deployment Sl ,
P > Maintenance - .|
¢ Sa \ 1
( Testing
: The Software \!
$ Development -
'.‘ Lif | Requirements
\ Itecyclie Analysis
‘ (SDLC) :
[ Implementation ’ /
‘\\\\ /}‘/
\ ///

\ [ Design }

Figure 2-3: The Software Development Lifecycle

The main parts or phases in the software development process are:
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Planning

Requirements Analysis

Design

Implementation

Testing

Deployment and Maintenance




3 Requirements Engineering

Before you start to implement a software system, you need to understand what the system is
intended to do. This intended functionality is the “Requirements”. The process of creating these
requirements is called Requirement Analysis or Requirement Engineering. It is the process of
understanding what you want and what you need in your software.

What is Requirements Engineering? Requirements is the bridge between the real world and the
software system (Figure 3-1).

L Requirements J

User M=yt 1 1 1 1 1 Software
System

Figure 3-1: Requirements Engineering

You should create Design and Specifications (including UML) before you start Coding. UML
diagrams is a general method/standard to do just that. But UML can also be used to document
your code afterwards (so-called Reverse Engineering).

Figure 3-2 shows an example why Requirements Engineering is needed.
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Requirements Engineering

N QNN

NI X
LTI

What the Customer got

What the Customer really needed

Figure 3-2: Why Requirements Engineering is needed

3.1 UML

UML is a modeling language used in software engineering. It is very popular within OOA, OOD,
OOP. UML was developed in the 1990s and adapted as an ISO standard in 2000. UML 2.2 has 14
different types of diagrams.

Diagram
[ |
Structure Behaviour
Diagram Diagram
A Ay
| I | [

Class Component Object Activity Use Case
Diagram Diagram Diagram Diagram Diagram
Profile Csc{rrrslgggirge Deployment | Package Interaction M%tgﬁﬁl 5
Diagram Diagram Diagram Diagram Diagram Diagram

o

I | |

Sequence ||Communication|| Interaction||  Timing
4 Di OQverview Di
Diagram iagram Diagram iagram

Figure 3-3: UML Diagrams
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We have 2 main categories of diagrams:

e Structure Diagrams
e Behavior Diagrams
o Interaction Diagrams (sub category of Behavior Diagrams)

The diagrams available in UML are:

e Class Diagram

e Component Diagram

e Deployment Diagram

e Object Diagram

e Package Diagram

e Activity Diagram

e Sequence Diagram

e Communication Diagram

e Use Case Diagram

e State Machine Diagram

e Composite Structure Diagram
e Interaction Overview Diagram
e Timing Diagram

Why use UML?

e Design:
o Forward Design: doing UML before coding. Makes it easier to create the code in a
structured manner
o Backward Design: doing UML after coding as documentation
e Code

3.1.1 UML Software

There exists hundreds of different software for creating UML diagrams, here | mention just a few:

e Visio
e Enterprise Architect
e Visual Studio (Enterprise)

With the Visual Studio Enterprise edition, we can create some of the most used UML diagrams,
see Figure 3-4.

These diagrams are available from the “Architecture” menu in Visual Studio.
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)
Templates:
“ UML Class Diagram| =
o Description
?’T UML Sequence Diagram A blank UML class diagram
°

w UML Use Case Diagram
ﬁ UML Activity Diagram
@G: UML Component Diagram
%@ Layer Diagram

&L Directed Graph Document

Name: UMLClassDiagraml.classdiagram

Add to modeling project: Create a new medeling project...

Figure 3-4: Create UML diagrams with Visual Studio Enterprise

3.2 Use Case

One of the most used UML diagrams is the Use Case Diagram.

In Figure 3-5 we see a Use Case example.
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Register Export
patient % statistics
f 3 View Manager
Medical receptionist personal info.
report
% View record
Nurse :‘ %
. Doctor
Edit record

Setup
consultation

Figure 3-5: Use Case example

3.3 Sequence Diagram

In Figure 3-6 we see an example of a Sequence Diagram.

P : Pasientinfo D: A : Autorisasjor
MHCPMS-DB

: Medisinsk Q

saksbe_handler

1: SePasientinfo (PID) 2: Report (Info, PID, UID)

3: Autorisasjon(Info, UID)

4: Autorisasjon “

Alt

Autorlisasjon ok
5: Pasientinfo

Autorisasjon feilet

5 Feilmelding (Ingen aksess

.

] l
[

~

| S

Figure 3-6 Sequence Diagram Example
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3.4 Class Diagram

Figure 3-7 shows a Class Diagram Example.

Person Address
Name Sgreet
Phone Number 0.1 livesat 1SV
Email Address State
Postal Code
Purchase Parking Pass Country
i Validate
Output As Label
Student Professor
Student Number Salary

Average Mark

Is Eligible To Enroll
Get Seminars Taken

Figure 3-7: Class Diagram Example

3.5 Database Design

ER Diagram (Entity-Relationship Diagram) is used for design and modeling of databases. It specifies
tables and relationship between them (Primary Keys and Foreign Keys), see Figure 3-8.

Table Name

<

Table Name > BOOK CHAPTER
PK | Bookld PK Chapterid
BookTitle FK1_|Bookld o,
Summary ChapterNumt‘)?P/ Names
/ ChapterTitle
Primary Key Primary Key /
Foreign Key

Figure 3-8: ER diagram with Primary Keys and Foreign Keys relationships
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We can use a lot of different tools to create such ER diagram. In this document | will only focus on
the following:

* MS Visio
* ERwin

In Figure 3-9 we see a typical ER diagram created in MS Visio.

Table Name )
Primary Key (PK)

SCHOOL CLASS COURSE GRADE
]
PK | Schoolld PK Classid PK | Courseld PK Gradeld
—>
SchoolName FK1 | Schoolld CourseName FK1 | Studentid
Description ClassName FK1 | Schoolld "¢—— FK2 | Courseld
Address Description Description y Grade
Phone A Comment
PostCode
PostAddress [
A Foreign Key (FK)
v
STUDENT_COURSE STUDENT
PK,FK1 |Studentld » Pk [Studentia
PK,FK2 |Courseld
FK1 | Classid
StudentName
StudentNumber
TotalGrade
Address
Phone
EMail
TEACHER TEACHER_COURSE
PK | Teacherld PK,FK1 | Teacherld

PK,FK2 | Courseld
FK1 | Schoolld
TeacherName
Description

Figure 3-9: ER Diagram Example (MS Visio)

ERwin is a very good tool for creating ER diagrams, but it is expensive. But there exists a free
edition called “CA ERwin Data Modeler Community Edition” — this is a free edition that contains a
subset of the standard product.

In Figure 3-10 we see the same database model in ERwin as the example shown in Figure 3-9.
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STUDENT
Studentld ——————————————————————'
Classld (FK) |

| StudentName |

| StudentNumber |

| TotalGrade STUDENT_COURSE |

| Address | Studentld (FK) |

| | E?doaf‘"“e Courseld {FK) |

: ‘ '

| |

SCHOOL l
GRADE COURSE Schoolld CLASS
Gradeld Courseld SchoolName Classld
Studentld (FK) p—————— ——§ e e — — — Description f———@ Schoolld (FK)
Courseld (FK) Address
Schoolld (FK) ClassName
Rade Description Fhone Description
Comment P PostCode P
PostAddress
|
TEACHER

TEACHER_COURSE

( Teacherld (FK) ‘
| Courseld (FK)

! J

Teacherld

Description

Figure 3-10: Database Modelling with ERwin

| Schoolld (FK)
TeacherMame




4 Visual Studio Team Services

Web: https://www.halvorsen.blog/documents/programming/software _engineering/vsts/

Visual Studio Team Services (VSTS), previously known as Visual Studio Online (VSO) is an
Application Lifecycle Management (ALM) system, i.e., the system takes care of all aspects in
software development from planning, requirements, coding, testing, deployment and
maintenance.

Key Features:

* VSTS s a Source Code Control (SCC), Bug Tracking, Project Management, and Team
Collaboration platform

* Integrated with Visual Studio
* VSTSin the Cloud (This means you don’t need to host the server yourself)
* Free forup to 5 users
You don’t need to install VSTS, but you need to create an account to get started (Figure 4-1):

www.visualstudio.com

> Visual Studio

Microsoft account \What's this?

Email or phone

Password

Keep me signed in

Sign in to Visual Studio =3l

Can't access your account?
Sign in with your work or school account @ Sign in with a single-use code

Visual Studio/MSDN subscribers, sign in with the identity
associated with your subscription

Don't have a Microsoft account? Sign up now

Figure 4-1: Visual Studio Team Services — Create an Account
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4 Visual Studio

Visual studio Team Services is a great tool if you work in a project where you need to share code,

documents, etc. between the team members.

When you have created an account, you need to create a New Team Project (see Figure 4-2)

Project name

Description

Process template

Version control

CREATE NEW TEAM PROJECT

Scrum

This template is for teams who follow the Scrum framework.

Team Foundation Version Control

Team Foundation Version Control (TFVC) uses a single, centralized server repository to track and versi
on files. Local changes are always checked in to the central server where other developers can get the

latest changes.

-

Cancel

Figure 4-2: Create New Team Project

Then you can start to manage your Team Members, Make Plans and Requirements, Add Source
Code, etc. See Figure 4-3.

g Visual Studio Online /  Systemutvikling 2015

HOME CODE 'WORK BUILD

Welcome Overview +

Welcome

of your team dashboard.

Sprint Burndown

Manage Work
Add work to your board

Collaborate on code
Add code to your repository

Continuously integrate
Automate your builds

Visualize progress
|I|I |I Learn how to add charts

Set iteration dates

Work in Progress (2)

Get started using Visual Studio Online to make the most

D Work Item Type Title
105 Task SRS
106 Task SDD

New work item

Set iteration dates to use the sprint
burndown widget

Bug

Assigned To State
Hans-Petter Hal... In Progress
Hans-Petter Hal... In Progress

View query

Work in Progress

2

Work items

Hans-Petter Halvorsen | & © @

Work

Backlog
Board

Task board
Queries

Visual Studio
Open in Visual Studio
[s@ll Requires Visual Studio 2013+

Get Visual Studio

See Visual Studio downloads

Team Members

& 3

Figure 4-3: Visual Studio Team Services — Project Page

o~

o]
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The coding is done in Visual Studio as normal, you just need to link your Visual Studio Team
Services Team Project with Visual Studio. The easiest way to do this linking is to click “Open in
Visual Studio”.

Visual Studio

Open in Visual Studio
Requires Visual Studio 2013+

In Visual Studio you can add and upload code or other files to Visual Studio Online. This can be
done directly fro the Solutions Explorer (just right click and select Add Solution to Source
Control...) or using the “Source Control Explorer”.

QY P o B x

Quick Launch (Ctrl+Q)

DQ Source Control Explorer - Microsoft Visual Studio

FILE EDIT VIEW DEBUG TEAM TOOLS TEST ANALYZE WINDOW  HELP Hans-Petter Halvorsen ~ (@8
: (B2 |9 - » Atach. - A in-B% 8.
g Source Control Explorer # X ~ | Team Explorer - Pending Changes v X
<% 0| wD x| | | 2| @ - & | - | Workspace: |WIN-MIUDBI2VPUT - @ O @ ¥ |® | SearchWorkltems (Ctrle) P~
g Sourcelocation: &3 Development v | Pending Changes | Development |2l
&
o ‘ Folders X || Local Path: C:\Work\Development © Changeset 149 successfully checked in. X
=2 =
g 488 :Jg_.:\:w:a[stud.c com\DefaultCollectior & || Name a Pending Change ' User Latest | Last Check-in Shelve ~ | Actions =
¢ ;" ;)‘r(ltm\y;c {BuildProcessTemplates Yes 2013-04-26 12.... |
o e Code Ves 30130531 1., § 4 Comment
N .p Documents Yes 2013-06-20 10:... Enter a check-in comment
[3 BuildProcessTemplates R
Cod Project Management Yes 2014-01-15 9:2...
4 ode 4 Related Work Items
4 Modules Queries + | Add Work Item by ID
b Desktop Drag work items here to link them to the check-in.
[ Mobile
4 Server 4 Included Changes
4 Database Exclude All | View Options v
4 Script There are no pending changes.
3 Stored Procec
b Tables 4 Excluded Changes
b 1 Triggers Include All | View Options
b i Views There are no pending changes.
[3 Web Server

[3 Web
4 Documents
Installation
Requirements
System Documentation
Testing
User Manuals

vvvvw

[3 Project Management
b ¥& Development Project 1
®a T

o >

Changeset 149 successfully checked in.

| Solution Explorer IR

Figure 4-4: Using Visual Studio Team Services from Visual studio

If you are creating new projects, make sure to select “Add to source control” (Visual Studio Team

Services) in the New Project dialog box. See Figure 4-5.
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4 Visual Studio

New Project

b Recent

4 |nstalled

4 Templates
4 Visual C#
b Store Apps
Windows Desktop
b Web
b Office/SharePoint
Cloud
Reporting
Silverlight
Test
WCF
Workflow
Windows Installer XML
b Other Languages
b Other Project Types
Modeling Projects
Samples

b Online

Name:

| .NET Framework 4.5

- | Sort by: | Default

=i

%
L]
L]

-

N

C#

e
(5
|

=

WinFormApp1

Windows Forms Application

WPF Application

Console Application

Class Library

Class Library (Portable)

WPF Browser Application

Empty Project

Windows Service

WPF Custom Control Library

WPF User Control Library

Windows Forms Control Library

Click here to go online and find templates.

Visual C#

Visual C#

Visual C#

Visual C#

Visual C#

Visual C#

Visual C#

Visual C#

Visual C#

Visual C#

Visual C#

Location:

| C:\Development\Software Development\Code\WinForm App\

Solution name:

WinFormApp1

’
Search Installed Templates (Ctrl+E) P~
“  Type: Visual C#
A project for creating an application with a
Windows Forms user interface
v
Browse...
Create directory for solution
Add to source control
[ ok |[ cancel

Figure 4-5: Add New Project to Source Control (VSTS)




5 Software Architecture

What is Software architecture? Software architecture is the high level structure of a software

system, the discipline of creating such structures, and the documentation (and Implementation) of
these structures.

Figure 5-1 shows different types of software architecture.

Software Architecture Styles 2-Tier

3-Tier: A way to structure your code into Client-
logical parts. Different devices or softwaxrg,_,, ~ . Server
N modules can share the same cod e.//' \
| W‘?b 4 3-Tier
‘\@ 4 | Architecture
Good Software! \\/_Tier

Web Services: A standard way
to get data over a
network/Internet using

standard Web protocols (HTTP, APls API: Application Programming

etc.) Interface. Different devices or software
There are many others, but modules can share the same code.
we will focus on these Code once, use it many times.

Figure 5-1: Software Architecture

We will discuss Web Services in detail in chapter 11 Web Services.

5.1 Client-Server Architecture

The Client-Server architecture is the most common type (see Figure 5-2).

OPC typically uses the Client-Server model, where we have an OPC Server and one or more OPC
Clients. More about OPC in chapter 21 OPC.
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Client-Server

2-layer architecture

Client

Server

E.g. Windows 10 i e
Data

Storage

Request

.g. Windows Server 2016

Figure 5-2: Client-Server Architecture

5.2 3-Tier Architecture

In software engineering, multi-tier architecture (often referred to as n-tier architecture) is a client—
server architecture in which presentation, application processing, and data management functions
are physically separated. The most widespread use of multi-tier architecture is the three-tier
architecture.

N-tier application architecture provides a model by which developers can create flexible and
reusable applications.

By segregating an application into tiers, developers acquire the option of modifying or adding a
specific layer, instead of reworking the entire application.

A three-tier architecture is typically composed of a presentation tier, a business/logic tier, and a
data storage tier.

Figure 5-3 shows the 3-tier architecture model. This architecture is commonly used in modern
software systems.

Note! The different layers can be on the same computer (Logic Layers) or on different Computers
in a network (Physical Layers)

2-tier: The database-centric style. Typically, the clients communicate directly with the database.

A 3-tier style, in which clients do not connect directly to the database.
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Why 3-Tier (N-Tier Architecture?). Here are some reasons:

e Flexible applications

e Reusable code

e Code once, use many times

e Modularized

e You need only to change part of the code

e You can deploy only one part

e You can Test only one part

e Multiple Developers

e Different parts (Tiers) can be stored on different computers
e Different Platforms and Languages can be used
e etc.

Presentation Tier PL

¢

Business Logic Tier BL
””””””””””””””” t = Logic Tier
. DataAccessTier DAL

: Note! Different Names for
Data Data Tier- DL = the layers may be used in
Source - different litterature

Figure 5-3: 3-Tier Architecture

Figure 5-4 shows a 3-tier architecture with physical layers.
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Database

Client Program Application Server Database Server

Figure 5-4: 3-Tier Application with Physical Layers
Presentation Tier
* This is the topmost level of the application.

* The presentation tier displays information related to such services as browsing
merchandise, purchasing and shopping cart contents.

* It communicates with other tiers by which it puts out the results to the browser/client tier
and all other tiers in the network.

* Insimple terms it is a layer which users can access directly such as a web page, or an
operating systems GUI

Application tier (business logic, logic tier, data access tier, or middle tier)
* The logical tier is pulled out from the presentation tier and, as its own layer.
* It controls an application’s functionality by performing detailed processing.
Data tier
* This tier consists of database servers. Here information is stored and retrieved.
* This tier keeps data neutral and independent from application servers or business logic.
* Giving data its own tier also improves scalability and performance.

Figure 5-5 shows an example where an App for different platform, such as, e.g.., PC, different
types of smartphones and Tablets can share some of the same layers.
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L Presentation Tier J [\ Presentation Tier J { Presentation Tier J
Business Logic Tier

F

Logic Tier
[ Data Access Tier J
Stored Procedures
Data Tier

Database

Figure 5-5: Different Devices sharing the same Layers

Typically, you can develop the server-side code which is common for all platforms. In addition you
need to develop a Presentation tier for each platform (iOS, Android, Windows, ...).

Server-side Client-side
Server(s)
N Web Web | | Presentation
IIS&== Server Services | Tier

JT

4

- i
Business/Data
Logic Tier

I Stored
% _Procedures
< Data Data

Microsoft®

OL Server | Source T

Figure 5-6: Server-side and Client-side Components
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In Figure 5-7 we see how 3 layer architecture are used in a so-called Fat-Client vs. a Thin-Client. A
Thin Client is typically a Web Page where all the Business and Data Logic runs on one or more
servers.

Fat Client:

- p N

Presentation Tier = Business Logic Tier L Data Access Tier

J

\ J | )
i !

Client Server

Thin Client:

Presentation Tier J Business Logic Tier [ Data Access Tier J

\ ] |\ J
I I

Client Server

Figure 5-7: Fat Client vs. Thin Client

5.2.1 3-Tier Architecture with Visual Studio

Figure 5-8 shows how you can develop a 3-Tier (or a N-Tier/Multilayer) Application.
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Solution Explorer
N o-&a &k

Search Sclution Explorer (Ctrl+ ")

P s[c#] LogicTier
b =B8] SchoolWs
P &[] WinFormApp
4 (x| WinFormAppWSClient
P & & Properties
P =-m References
P ml Service References
s vl App.config
4 s5[E=] FormWSClient.cs
P &%) FormWsSClient.Designer.cs
1) FormWSClient.resx
P *z FormWSClient
P & <* Program.cs

oo

Figure 5-8: 3-Tier Architecture with Visual Studio

Each layer/tier are divided into Projects in Visual Studio. In the Solution explorer you can easily
create new projects or add existing projects into a solution.

5.3 API

API - Application Programming Interface. A specification of how some software components
should interact with each other. A library with functions, etc. you can use in your code

Examples:

e Windows API

* Java API
e ADO.NET
* Etc.

But you can (and you should!) also create your own API that you use internally in the team or
expose to others.




44 5 Software Architecture

‘ Module 1 ‘ } Module 2 } ‘ Module 3 ‘ I ‘ Module 1 ‘ ‘ Module 2 ‘ ‘ Module 3 ‘

I Common
n Database API
) 3 different I .
Modules/Applications . The Developers of 3 different
have created 3 different modules/Applications have created
Database ways to get the same I Database | astandard way to get the same

information from the . information from the database
database a

Figure 5-9: APl Example

Figure 5-10 shows a typical example of development and use of a common Database API.

| C# Classes and |
Your Code | < v Methods

The API Interface§ ¢
to your Code Stored Procedures

Database API

Tables

$

SQL Server

Figure 5-10: Typical Creation and Use of a Database API

Database Communication API. Stored Procedures and Views as a natural part of such a Database
API. API using Layers: You A good practice is to create a New Project with one or more
Classes/Methods where you put the API code that can be shared among the Developers. Each
Developer can then add this Project to their Solution in order to use it and maintain it.

The benefits of API driven design:
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When an APl is used in a project, it
* Allows to focus on the project.
* Saves development time.
* Reduces errors and debugging.
* Facilitates modular design.
* Provides a consistent development platform.

API driven design requires planning and programming skills. APl driven design is costly initially, but
it pays in the long run. So, obviously, creating APls is good software practice in most cases.




6 Implementation

The ultimate goal of most software engineering projects is to produce a working program.

The act of transforming the detailed design into a valid program in some programming language,
together with all its supporting activities is referred to as implementation.

The implementation phase involves more than just writing code. Code also needs to be tested and
debugged as well as compiled and built into a complete executable product.

We usually need to use a Source Code Control Tool in order to keep track of different versions of
the code. Recommended tools are: Visual Studio Online or GitHub.

In many cases the detailed design is not done explicitly (in the Design Phase) but is left as part of
the implementation. Doing the detailed design as part of the implementation is usually faster, but
it may result in a less cohesive and less organized design, because the detailed design of each
module will usually be done by a different person. In small projects, the detailed design is usually
left as part of the implementation

In the practical implementation aspects of the topics in this document we will focus on the
following programming languages:

e LabVIEW
e Visual Studio and C#
e MATLAB

These 3 tools are very different and all have their strengths and weaknesses. These tools also have
different application areas.

6.1 LabVIEW

LabVIEW Is a graphical programming language used by scientists and engineers. LabVIEW is well
suited for DAQ Applications and Control and Simulation Applications.

Since National Instruments (the vendor of LabVIEW) also make hardware and DAQ equipment, the
integration with hardware and software are straightforward.

The vendor's web site: www.ni.com.

LabVIEW has the same things as other programming languages, but in a graphical way!
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Sequence Structure  Comment Loop Sub VI Local Variable
File Edit View |Project Operate Tools Window Help
]‘]E@E +|[15pt Application Fgnt |~ | (%o~ |[Ga~ | (20 |[a] / [*] search
— e
[0} - [Control Chart

= easurement Chai
T e—
> isto
Scale.Multiplier
2

FHo T \: _ L:t,‘m _

ampling Time (s _
ait (ms)
o Stopt
‘1}'
(=N=N-) -N-N-N-N-N-N-N-N-N-) -N-H-N-N-} (=¥ @
v
< >

Case Structure Stop Butto
Property Nodes  Constants (if-else) Condition

Arrays  Note! To do something with an object — Right-click on it (When shall the loop end?)

Figure 6-1: LabVIEW Example
LabVIEW Training Resources:

https://www.halvorsen.blog/documents/programming/labview/

6.2 Visual Studio and C#

CH is pronounced “see sharp”. C# is an object-oriented programming language and part of the
.NET family from Microsoft. C# is intended to be a simple, modern, general-purpose, object-
oriented programming language.

C# is very similar to C++ and Java. C# is developed by Microsoft and works only on the Windows
platform. C# is based on the .NET Framework (pronounced “dot net”).

.NET is a software framework that runs primarily on Microsoft Windows.

Visual Studio is the Integrated Development Environment (IDE) you use when programming in C#
and the .NET platform.

The vendor's web site: www.visualstudio.com




48

6 Implementation

D‘ DesktopAppExample - Microsoft Visual Studio
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Figure 6-2: Visual Studio

6.3 MATLAB

Hans-Petter Halvorsen ~

@ e-eudm| o &=
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5] Solution 'DesktopAppExample’ (1 project)
4 &[c#] WpfApplication1
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b Appearance
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Content (Grid) =
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SizeToContent ~ [Manual  ~|o
Title Hello World! -
Topmost O o
WindowStartuplo... [Manial  ~|o
Windowstate o
Cursor | -

MATLAB is a tool for technical computing, computation and visualization in an integrated
environment. MATLAB is an abbreviation for MATrix LABoratory, so it is well suited for matrix
manipulation and problem solving related to Linear Algebra, Modelling, Simulation and Control

applications, etc.

MATLAB is very easy to use compared to similar tools, so it is a good tool to start with for
inexperienced users. At the same time, it is very powerful and it can be used for advanced

simulations, so you will never grow away from it - neither in school or work context.

The vendor's web site: www.mathworks.com

Figure 6-3 shows the MATLAB environment.
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Figure 6-3: MATLAB

MATLAB Training Resources:

[tn 1 Col 1

https://www.halvorsen.blog/documents/programming/matlab/




/ Testing

Web: https://www.halvorsen.blog/documents/programming/software engineering/testing/

Different people have come up with various definitions for Software Testing, but generally, the
goal with testing is:

e To ensure that the software meets the agreed requirements and design
e The application works as expected

e The application doesn’t contain serious bugs

e Meets its intended use as per user expectations

Testing can be performed on different levels and by different persons. Testing is a very important
part of software development. About 50% of the software development is about testing your
software.

Since modern system engineering has become very complex, testing has become a very important
part of any project.

Since Software Development today involves different platforms, different devices, network,
servers and clients, etc., it has become very complex to test it. Today we have not only ordinary
Desktop Apps, we have Web Apps, Mobile Apps, Apps for TVs, etc.

The software we create is typically a layer between the user of the software and the hardware and
the operating system (Figure 7-1).
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2

User J

.
Application

S )

Operating System

= ,
Hardware

Y

g J

Y

Software Testing

Who are going to use the
software?

How are they going to
use it?

Desktop, Web, Mobile?

Windows, OS X, Linux,
Android, iOS, etc.

PC, Mac, Smartphone,
Tablet, SmartTV, etc.

Infrastructure, Network,

Internet, Servers, etc.

Figure 7-1: Components involved in Software Development & Testing

If we find bugs at the earlier stage, the cost to fix this will be less and thus it will reduce the overall

cost of the application (Figure 7-2).

Why Find Bugs early?

Cost per defects

Figure 7-2: Find Bugs at an early stage

We have the following stages in testing:
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1. Development testing, where the system is tested during development to discover bugs
and defects. Development testing includes all testing activities that are carried out by the
team developing the system.

2. Release testing, where a separate testing team test a complete version of the system
before it is released to users.

3. User testing, where users or potential users of a system test the system in their own
environment.

7.1 Levels of Testing

Since testing of advanced software systems is quite complex, we need a systematic approach to
testing that involves different levels of testing (see Figure 7-3).

Acceptance Testing

System Testing

Integration Testing

U

Unit Testing

Figure 7-3: Systematic Testing
Short overview of the different Test levels in Figure 7-4 (more details later):

e Unit Tests are written by the Developers as part of the Programming. Each part is
developed and Unit tested separately (Every Class and Method in the code)

e Regression testing is testing the system to check that changes have not “broken”
previously working code. Both Manually & Automatically (Re-run Unit Tests)

e Integration testing means the system is put together and tested to make sure everything
works together.

e System or validation testing is Black-box Tests that validate the entire system against its
requirements, i.e., Checking that a software system meets the specifications
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e Acceptance Testing: The Customer needs to test and approve the software before he can
take it into use. We have 2 types: FAT (Factory Acceptance Testing) and SAT (Site
Acceptance Testing).

Levels of Testing

Unit Testing: Test each parts
independently and isolated

Regression Testing:

Int tion Testing: Mak Test that it still works
ntegration Testing: Make sure after a change in the

that different pieces work code
together. Test the Interfaces
between the different pieces.
Interaction with other systems
(Hardware, OS, etc.)

System Testing: Test the whole system

Figure 7-4: Levels of Testing

7.1.1 Unit Testing

Unit Testing (or component testing) refers to tests that verify the functionality of a specific section
of code, usually at the function level. In an object-oriented environment, this is usually at the class
and methods level.

Unit Tests are written by the developers as part of the programming. They are automatically
executed by the system, e.g., Visual Studio and Team Foundation Server have built-in functionality
for Unit Testing.

Sometimes the Unit Tests are written before you start programming, so-called Test Driven
Development (TDD).
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Since Unit testing are part of the development process, so-called Unit Tests Framework are usually
integrated with the IDE.

Unit Tests Frameworks:

Visual Studio Unit Test Framework. Unit Tests are built into Visual Studio (no additional
installation needed)

* JUnit (Java)

JUnit is a unit testing framework for the Java programming language.
NUnit (.NET)

NUnit is an open source unit testing framework for Microsoft .NET. It serves the
same purpose as JUnit does in the Java world

PHPUNIt (PHP)

LabVIEW Unit Test Framework Toolkit
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* etc.
Unit Testing in Visual Studio:

Visual Studio have built-in features for Unit Testing. In the Solution Explorer, you just add a “Test
Project” as part of your code (see Figure 7-5).

Add New Project
R — earch talled Templates (Ctrl+E P~

b Recent NET Framework 4.5 ~| Sort by: | Default -] === e

4 |nstalled Type: Visual C&

ﬁ(j Unit Test Project Visual C#
4 Visual C# A project that contains unit tests.
Windows Store
Windows
b Web
Cloud

Reporting

Test

W

Workflow
TypeScript

b Other Languages
b Other Project Types

b Online

Click here to go online and find templates.

Name: UnitTestProject1

Location: C:\Work\Development\TFS\Development\Unit Tests\Bank -
oK Cancel

Figure 7-5: Unit Test Project in Visual Studio
In Figure 7-6 wee se an example of how you create Unit Tests in Visual Studio and C#.

For Test Classes, you need to use [TestClass] and for Test Methods you need to use [TestMethod].
You also need to add a reference to the code under test (select “Add Reference” in the Solution
Explorer and include “using <namespace>") in your code.
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using System;
using Microsoft.VisualStudio.TestTools.UnitTesting;

using BankAccountNS; - Make sure to add reference to

namespace BankTest the code under test

{
[TestClass] Note!
public class BankAccountTests
{
[TestMethod]
public void TestMethod1()
{
I
}
}

Figure 7-6: Unit Test Principle in Visual Studio and C#

The basic concept in Unit Testing is to Compare the results when running the Methods with some
Input Data (“Actual”) with some Known Results (“Expected”)

Example:

Assert.AreEqual (expected, actual, 0.001, “Test failed because...");

Unit Tests — Best Practice:
* A Unit Test must only do one thing
* Unit Test must run independently
* Unit Tests must not depend on the environment
* Test Functionality rather than implementation
* Test public behavior; private behavior relates to implementation details
* Avoid testing Ul components
* Unit Tests must be easy to read and understand

* Create rules that make sure you need to run Unit Tests (and they need to pass) before you
are allowed to Check-in your Code in the Source Code Control System

7.1.2 Regression Testing

Regression testing focuses on finding defects after a major code change has occurred. Specifically,
it seeks to uncover software regressions, or old bugs that have come back.
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1. Regression testing is testing the system to check that changes have not “broken”
previously working code.

2. In a manual testing process, regression testing is expensive but, with automated testing, it
is simple and straightforward. All tests are rerun every time a change is made to the
program.

3. Tests must run “successfully” before the change is committed.

7.1.3 Integration Testing

Integration testing verifies the interfaces between components against a software design.

7.1.4 System Testing/Validation Testing

System Testing follows Integration Testing. It consists of Black-box Tests that validate the entire
system against its requirements.  System Testing is about checking that a software system
meets specifications and that it fulfills its intended purpose. System Testing is often executed by
an independent group (QA group). QA — Quality Assurance.

Since system tests make sure the requirements are fulfilled, they must systematically validate each
requirement in the SRS (Software Requirements Specification).

7.1.5 Acceptance Testing

Customers test a system to decide whether or not it is ready to be accepted from the system
developers and deployed in the customer environment. It is primarily for custom systems.

In Figure 7-7 we see a typical acceptance test process.

» Test »| Test > Test | Testing
criteria plan | results report

Y Y Y

Define Plan Derive Negotiate Accept or

acceptance acceptance acceptance acceptance test results reject
criteria testing tests tests system

Figure 7-7: Acceptance Testing
The steps are:

e Define acceptance criteria
e Plan acceptance testing
e Derive acceptance tests
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e Run acceptance tests
e Negotiate test results
e Reject/accept system

We have 2 main types of Acceptance Testing:

e FAT — Factory Acceptance Testing
e SAT —Site Acceptance Testing

FAT — Factory Acceptance Testing is usually performed in the Test Environment at the software
company.

SAT — Site Acceptance Testing is performed at the Customer in the actual Production Environment.
This is the final step to determine if the requirements of a specification or contract are met.

If the test is accepted, the software is officially handed over to the customer.

Note! Other terms and definitions are used as well in different literature.

7.2 Test Categories

We can divide testing into 2 different categories, which is:

e Black-box Testing
e White-box Testing

7.2.1 Black-box Testing

Black-box testing is a method of software testing that examines the functionality of an application
(what the software does) without going inside the internal structure (White-box Testing).

You need no knowledge of how the system is created. Black-box testing can be done by a person
who only know what the software is supposed to do. You may compare to driving a Car — you
don’t need to know how it is built in order to test it.

7.2.2 White-box Testing

In White-box Testing you need to have knowledge of how (Design and Implementation) the
system is built. White-box Testing is also called “Glass-box testing”.

In Figure 7-8 we see how White-box Testing is working.
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8 Documentation

During the software development, a lot of documentation (Figure 8-1) is created in the different
phases of the development.

End-User. User Guides Insga!l;ntion
R N, es .
Documentat:or/n/,, \\ui t Plannlng J
System .-~ Deployment ,
Documentation .* N : . )
o’ . s i Project Planning
. _.----7 Maintenance .. . !
’ TR, | Gantt Chart
// \\ ¢
- N \ :
Testing \ i
STD - \
Test Plan ,' “ I
Test Your Software v

with Documentation Requirements

I
]
Documentation T
1
\
\
\

Analysis
e \ a ¥
5 i

Implementation S SRS

+ Software Requirements
)" " Specifications
Code N p
w® . R g
System Documenation "~ _ .’

~ -

. - SDD Software Design Documents
Design
with ER Diagram, UML Diagrams, CAD Drawings

Figure 8-1: Example of Documentation during the SDLC

Some documents are for internal use inside the software company or inside the development

team, while other documents are important for the stakeholders and the customers that are going
to use the software (Figure 8-2).
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Project Management (Gantt Chart, etc.)

Start

Software

1. Planning
Development Plan

{

High-Level
Requirements and

2.Requierements Design Documents

(SDP)
| WHAT  (SRS)
HOW  (SDD)

—

/Design

Detailed
Requirements and
Design Documents

(The stakeholders, the
software team; architects,
UX designers, developers)

ER Diagram (Database)
UML Diagrams (Code)
CAD Drawings, etc.

How to Test/ (STP)
' What to Test

Proof that you have tested
and that the software works

(The people that
shall actually use
the software)

User Manuals

\ 4

Finish

Figure 8-2: Software Documentation

Some important documents are:

SDP - Software Development Plan

SRS — Software Requirements Specifications

q, J—
.‘E Test Plans
2. Testing —
(QA people) Test Documentation |
System
Documentation
3. End-user . .
Documentation Installation Guides

as expected (STD)

Technical Stuff
(Super User/ IT dep.)

How to install it

How to use it
(End User)

o A document stating what at application must accomplish

SDD — Software Design Document

o A document describing the design of a software application

STP - Software Test Plan

o Documentation stating what parts of an application will be tested, and the schedule

of when the testing is to be performed

STD - Software Test Documentation

o Introduction, Test Plan, Test Design, Test Cases, Test procedures, Test Log, ...,

Summary
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See Figure 8-3 for an overview of documentation categories used in a project.

Project
Documentation
Process Product
Documentation Documentation
System User
Documentation Documentation

Figure 8-3: Software Project Documentation
Documentation produced during a software Project can be divided into 2 main categories:
* Process Documentation

— These documents record the process of development and maintenance, e.g., Plans,
Schedules (e.g., Gantt Charts), etc.

*  Product Documentation

— These documents describe the product that is being developed. Can be divided into
2 sub categories:

* System Documentation
* Used by engineers developing and maintaining the system
* User Documentation

* Used by the people that is using the system
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Here are some Software Documentation Requirements:

* Should act as a communication medium between members of the Development Team
(Process Documentation)

* Information repository used by Maintenance Engineers (Product Documentation)

* Information for Management to help them Plan, Budget and Schedule the Software
Development Process (Process Documentation)

* Some of the documents should tell users how to use and administer the system (Product
Documentation)

* Documents for Quality Control, System Certification, etc. (Process/Product Documentation)

Satisfying these requirements requires different types of documents from informal working
documents through professionally produced User Manuals

8.1 Process Documentation

Purpose:

1. Process Documentation is produced so that the development of the system can be
managed

2. ltis an essential component of plan-driven approaches (e.g., Waterfall)
3. Agile Approaches: The Goal is to minimize the amount of Process Documentation
We have different categories of Process Documentation:

* Plans, estimates and schedules. These are documents produced by managers which are
used to predict and to control the software process.

* Reports. These are documents which report how resources were used during the process
of development.

* Standards. These are documents which set out how the process is to be implemented.
These may be developed from organizational, national or international standards.

* Working papers. These are often the principal technical communication documentsin a
project. They record the ideas and thoughts of the engineers working on the project, are
interim versions of product documentation, describe implementation strategies and set
out problems which have been identified. They often, implicitly, record the rationale for
design decisions.
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* E-mail messages, wikis, etc. These records the details of everyday communications
between managers and development engineers.

8.2 Product Documentation

Purpose:
* Describing the delivered software product
* Unlike most process documentation, it has a relatively long life. It must
* Evolve in step with the product that it describes. Product documentation includes
— User documentation, which tells users how to use the software product,

— System Documentation, which is principally intended for maintenance engineers.

8.2.1 System Documentation

The system documentation describes how the system is designed and how it works in detail.

1. System documentation includes all of the documents describing the system itself from the
requirements specification to the final acceptance test plan.

2. Documents describing the design, implementation and testing of a system are essential if
the program is to be understood and maintained.

3. Like user documentation, it is important that system documentation is structured, with
overviews leading the reader into more formal and detailed descriptions of each aspect of
the system.

For large systems that are developed to a customer’s specification, the system documentation
should include:

* The requirements document.

* A document describing the system architecture.

* For each program in the system, a description of the architecture of that program.
* For each component in the system, a description of its functionality and interfaces.

*  Program source code listings, which should be commented where the comments should
explain complex sections of code and provide a rationale for the coding method used.
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* If meaningful names are used and a good, structured programming style is used,
much of the code should be self-documenting without the need for additional
comments.

* This information is now normally maintained electronically rather than on paper
with selected information printed on demand from readers.

* Validation documents describing how each program is validated and how the validation
information relates to the requirements.

* These may be required for the quality assurance processes in the organization.

* A System Maintenance Guide, which describes known problems with the system,
describes which parts of the system are hardware and software dependent and which
describes how evolution of the system has been taken into account in its design

I'M JUST READING
YOUR SYSTEM
DOCUMENTATION.

IT'S GREAT!!!

JUST ONE TYPO IN CHAPTER
35.5.1

BE AWARE!!!

geek & poke

Y

IT'S “LOREM IPSUM" AND
NOT “LOREM ISPUM"

SOMEBODY MAY ACTUALLY READ IT!
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8.2.2 User Documentation

Users of a system are not all the same. The producer of documentation must structure it to cater
for different user tasks and different levels of expertise and experience.

It is particularly important to distinguish between end-users and system administrators:
* End-users use the software to assist with some task.

— This may be flying an aircraft, managing insurance policies, writing a book, etc. They
want to know how the software can help them. They are not interested in
computer or administration details.

* System administrators are responsible for managing the software used by end-users.

— This may involve acting as an operator if the system is a large mainframe system, as
a network manager is the system involves a network of workstations or as a
technical guru who fixes end-users software problems and who liaises between
users and the software supplier.

We have different user documentation, such as:

e User Manual

e Installation Guide
o Wiki

e etc.
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OK, GREAT!
JULIE, YOU'RE RESPONSIBLE FOR THE
GENERIC DATA ACCESS LAYER-
JIM, YOU DO THE UT FRAMEWORK
AND JOHN THE RULE ENGINE-
NOW I NEED SOMEBODY FOR THE
USER DOCUMENTA.---

k 999

geek & poke

v,

AN

http://geek-and-poke.com

User Manual:

A user guide or user's guide, also commonly known as a manual, is a technical communication
document intended to give assistance to people using a particular system. It is usually written by a
technical writer, although user guides are written by programmers, product or project managers,

or other technical staff, particularly in smaller companies
The sections of a user manual often include:

* Acover page

* Atitle page and copyright page

* A preface, containing details of related documents and information on how to navigate the
user guide

* Acontent page

* A guide on how to use at least the main functions of the system (Text + Screen Shots)
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A troubleshooting section detailing possible errors or problems that may occur, along with
how to fix them

A FAQ (Frequently Asked Questions)
Where to find further help, and contact details

A glossary and, for larger documents, an index




Part 2 : Industrial IT

In this part, we introduce important topics within Industrial IT, such as Data Communication,
Database Systems, Web Services, Modbus, Virtualization, Wireless Systems.
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9 Data Communication

Computer hardware and software require each other and neither can be realistically used without

the other, see Figure 2-1.

Software

Hardware

Figure 9-1: Hardware and Software working together

In Figure 2-2 we see a typical network and infrastructure that the software relies on.

Windows Server 299§£2_012

i Clients

*********

..........

Router

—~ Database
e Network & Server
Infrastructure
s SQL Server

Figure 9-2: Typical Network and Infrastructure
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9.1 Network

Knowledge of network topology, network components and network protocols are important
within Industrial IT and Automation.

See the next chapters for details.

Industrial IT and Automation - Part 2: Industrial IT
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Web: https://www.halvorsen.blog/documents/technology/database/

Almost any kind of software program uses a database for back-end storage, e.g., Facebook, etc.

Not too long ago, this (Figure 10-1) was the only data-storage device most companies needed.
Those days are over.

Figure 10-1: Database System in in the old days

A Database is a structured way to store lots of information. The information is stored in different
tables - “Everything” today is stored in databases!

Examples:
* Bank/Account systems
* Information in Web pages such as Facebook, Wikipedia, YouTube, etc.
* Educational Systems, like Fronter, Canvas, etc.
* .. lots of other examples!
Popular Database Systems:

e Microsoft SQL Server
e Oracle
e MySQL
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e SQlite
e MS Access
e MariaDB

The main focus in this chapter will be Microsoft SQL Server. For more information about database
systems.

10.1  Structured Query Language (SQL)

Here we will only give a short introduction to Structured Query Language (SQL). For more
information about SQL, please see (Halvorsen, 2017. Structured Query Language).

Structured Query Language L SQL ’

(saL)
‘ DDL J SQL Commands DML

Data Definition Language (DDL) Data Manipulation|Language (DML)
CRUD
Create Drop e
CREATE Tables DELETE Tables Create INSERTINTO
Read  SELecT
Rename Alter |
RENAME Tables ALTER Tables Update | uppare

Delete | DELETE |

Most ds\(\ed in daily work

Figure 10-2: SQL Overview

SQL is a Database Computer Language designed for Managing Data in Relational Database
Management Systems (RDBMS). In SQL, we have 4 different types of queries:

e INSERT
e SELECT
e UPDATE
e DELETE

Below we see some examples of typical SQL queries:

insert into STUDENT (Name, Number, SchoolId)
values ('John Smith', '100005', 1)

Industrial IT and Automation - Part 2: Industrial IT
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select SchoolId, Name from SCHOOL
select * from SCHOOL where SchoolId > 100
update STUDENT set Name='John Wayne' where StudentId=2

delete from STUDENT where SchoolId=3

These are referred to as CRUD — Create (Insert), Read (Select), Update and Delete.
Here are some “Best practice” recommendations for creating tables in a database system:

* Tables: Use upper case and singular form in table names — not plural, e.g., “STUDENT” (not
students)
. Columns: Use Pascal notation, e.g., “Studentld”
. Primary Keys:
— If the table name is “COURSE”, name the Primary Key column “Courseld”, etc.
— “Always” use Integer and Identity(1,1) for Primary Keys
. Specify Required Columns (NOT NULL) —i.e., which columns that need to have data or not
. Data Types: Standardize on these Data Types: int, float, varchar(x), datetime, bit
* Use English for table and column names
* Avoid abbreviations! (Use RoomNumber — not RoomNo, RoomNTr, ...)

Advanced SQL Features:
* Views: Views are virtual tables for easier access to data stored in multiple tables.

* Stored Procedures: A Stored Procedure is a precompiled collection of SQL statements. In a
stored procedure, you can use if sentence, declare variables, etc.

* Triggers: A database trigger is code that is automatically executed in response to certain
events on a particular table in a database.

* Functions: With SQL and SQL Server you can use lots of built-in functions or you may
create your own functions

In Figure 10-3 we see how these things are part of the Data tier in the Application.

Industrial IT and Automation - Part 2: Industrial IT
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Data Tier

Triggers
Stored Procedures
Views

- .
Eahlag Data Tier

SQL Server

Figure 10-3: Data Tier

10.2 SQL Server

SQL Server (Figure 10-4) consists of a Database Engine and a Management Studio. The Database
Engine has no graphical interface - it is just a service running in the background of your computer
(preferable on the server). The Management Studio is graphical tool for configuring and viewing
the information in the database. It can be installed on the server or on the client (or both).

File Edit View Tools Window Community Help
) NewQuery | [3y | 33 | 5 A =
| Object Explorer -~ 3 X Object Explorer Details - X
Connect - 37 33 =S @@ ElSS [sexch
= |45 PCBB23SIDEVELOPMENT (SQL Server 10.0.0A | | pCga235\DEVELOPMENT (SQL Server 10.0.2531 - sa)\Databases\TEST
= [ Databases
@ [ System Databases Name Policy Health State
# | J SCADA A Database Diagrams
7] " Tables
4 [ Database Diagrams 3 Views
= [ Tables [ Synonyms
@ [ System Tables (3 Programmability
- - @ I dbo.CLASS S Broke
A Service running on the + 3 dbo.scHoOL =P
- * [ Views
computer in the background @ @ Symonyms
(3 Programmabiity < 5
% (3 Service Broker — =
(3 Security v J TEST
< >
Ready

A Graphical User Interface to the database used for
configuration and management of the database

Figure 10-4: SQL Server
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In Figure 10-5 we see the SQL Server Management Studio.

=Mijcrosoft SQL Server Management Studio
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Current connection parameters v
o 4!
B Aggregate Status

Connection f;

Elapsed time 0

Finish time

Name

Rows returne: 4

Starttime  20.03.201208:28:1%
State Open

E Connection
Connection n PC88235\DEVELOR
B Connection Details

Connection e 0

Connection fi 2
Connectionrn 4

Connection s 20.03.20

Connection s Ope:

Display name

Login name s

Server name

S ersior 10.50.1600

Session Tracit

SPID 52

Name
The name of the connection.

a Query executed successfully.
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Ready

Lnl

Ch2a INS

10.3

Figure 10-5: SQL Server Management Studio

ODBC

ODBC (Open Database Connectivity) is a standardized interface (API) for accessing the database
from a client. You can use this standard to communicate with databases from different vendors,
such as Oracle, SQL Server, etc. The designers of ODBC aimed to make it independent of

programming languages, database systems, and operating systems.

Figure 10-6 shows the ODBC Data Source Administrator Tool.
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€71 ODBC Data Source Administrator

System Data Sources:

User DSN  System DSN I File DSN | Drivers | Tracing | Connection Pooling | About |
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I Driver

Default_Database
LabVIEW

[~

the indicated data provider.
on this machine, including NT services.

MNational Instruments Citadel 5 [
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An ODBC System data source stores information about how to connect to
A System data source is visible to all users
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oK |

Avbryt I
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Figure 10-6: ODBC

You find it in Windows in the Control Panel: Control Panel > Administrative Tools = Data Sources

(ODBC).

ODBC — Step by Step Instructlons
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Figure 10-7: ODBC Configuration — Step by Step

10.4

10.4.1

LabVIEW SQL Toolkit

Database Communication in LabVIEW
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For Easy Database Communication with LabVIEW you can use my SQL Toolkit (Figure 10-8).

SQL (2]

@ lQ Search ‘ <, Customize~ '

SeL SeL SeL SaL

OFEN SELECT wECUTE CLOZE

SQL Open.vi SQL Select.vi  SQL Execute.wvi SQL Close.vi

Figure 10-8: LabVIEW SQL Toolkit
Download for free here:

https://www.halvorsen.blog/documents/technology/database/

In Figure 10-9 we see an example where we get data from a database into LabVIEW.

SQL Close.vi

SeL

SQL Open.vi

SQL
MyODBC b~

OFEN

CLOSE

Iselect * From SCHOOL order by Namel—,

Figure 10-9: Get Data from the Database into LabVIEW

Figure 10-10 we see an example where we write data from LabVIEW into the database.

SQL Open.vi SQL Execute.vil SQL Close, vi
I— SQL S0oL S0L
MYODBC OPEN ERECUTE CLOSE

Iinsert into SCHOOL (Name, Description) values ('TUC', 'The Best School in the World")

Figure 10-10: Write Data from LabVIEW into the Database

10.4.2 LabVIEW Example

In this example (Figure 10-11) we are logging temperature data from a sensor into the database.
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17— Temp deg. C

10— 19,6 I 1 Stop |

Figure 10-11: LabVIEW Example (Front Panel) — Logging Temperature Data to a Database

Figure 10-12 shows the block diagram (code).

QL Executevi

St
A

SQL Close.vi
=

CLOSE

SQL Oéen.vi l

seL
IMxoDBC |‘<E
OPEN

SQL Query
I%.; insert into TAGDATA (Value, TimeStamp) values (%2.1f, getdateO)I““*’*‘*‘“"j

b " )
b
3
b W

Thermometer

) DAQ Assistant Convert from Dynamic Data =
Wait (ms) data M) { m-i
| | DEL
10000

Figure 10-12: LabVIEW Example (Block Diagram) — Logging Temperature Data to a Database

10.5 Database Communication in C#

10.5.1 C# Example

Below we see an example (Code Snippet 10-1):

Code Snippet 10-1: Database Communication in C#

using System.Data.SglClient;
using System.Data.SqlTypes;
using System.Data;

public class Book

{
public int BookId { get; set; }
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public
public
public
public
public
public
{

string Title { get; set; }

string Isbn { get; set; }

string PublisherName { get; set; }

string AuthorName { get; set; }

string CategoryName { get; set; }

List<Book> GetBooks (string connectionString)

List<Book> bookList = new List<Book> () ;

SglConnection con = new SglConnection (connectionString) ;

string selectSQL = "select BookId, Title, Isbn, PublisherName,
AuthorName, CategoryName from GetBookData";

con.Open () ;

SglCommand cmd = new SglCommand (selectSQL, con);

SglDataReader dr = cmd.ExecuteReader () ;

if
{

}

(dr != null)

while (dr.Read())

{
Book book = new Book();
book.BookId = Convert.ToInt32 (dr["BookId"]) ;
book.Title = dr["Title"].ToString() ;
book.Isbn = dr["ISBN"].ToString() ;
book.PublisherName = dr["PublisherName"].ToString/() ;
book.AuthorName = dr["AuthorName"].ToString() ;
book.CategoryName = dr["CategoryName"].ToString() ;
bookList.Add (book) ;

}

return bookList;

For more information, details and examples, please see the Tutorial “Introduction to Visual Studio
and C#” available on my Blog.
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A growing trend is to use a technology built on TCP and HTTP called Web Services.

A Web Service is an application programming interface (APIl) that can be accessed via HTTP
requests. When called, Web Services return a human-readable response.

Modern Web Services use JSON responses but other response options are XML, HTML, or plain
text.

What is Web Services and why do we need them?

We start with the problem (or the challenge): How do we share data between devices in a typical
modern network (see Figure 11-1)?

Firewalls
Securmy

/ Local
& Network/Internet =N

§¢rver(s)

Database

Figure 11-1: Typical Network

Direct connection between the database (which is located on a server either in a local network in
on the Internet) and the clients that need the data is normally not possible, due to security,
compatibility issues, etc. (Firewalls, Hacker Attacks, etc.), see Figure 11-2.
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Database

®

Clients

Figure 11-2: Direct Access to Database is normally not allowed

Direct connection in a Local Network (behind the Firewall) is normally OK — but not over the

Internet.
THE SALES CAL E -
= i| OUR wes services  g|  DOYOU
_|&] empLoY XML, s0AP AND |2
TBROUGHT MY EGG— 3] ENie o Siteve — |3|  WE MIGHT
HEAD TO TALK TO YOUR [§f  WSDLTO ACHIEVE 121 BEINTHE 1m noOT
EGGHEAD WHILE YOU  |§ e £l TWRONG  GoING 10
AND T MAKE OUT. e Il  T0BS? k1 woU
H ) - \ |
gl 2 8
2 g
] °
: $

So what is the solution to this problem or challenge? You have probably guessed it already, the

solution is Web Services.

Web Services uses standard web protocols like HTTP, etc. HTTP is supported by all Web Browser,

Servers and many Programming Languages. This means you can create and use Web Services in all
the popular programming languages. See Figure 11-3.

With Web Services you have no problems with Firewalls. If you have access to the Web, you will

have access to your Data.
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- ¥

N

[ Internet |

Web Service W\ N /—> Clients

-2 HTTP

I No Problems with Firewalw

If you have access to the Web,
you will have access to your Data

Database

Figure 11-3: Web Service

There are several reasons why engineers and IT departments are choosing Web Services over

other communication technologies.

e First, Web Services are straightforward and simple to access from any programming
language, including C++, Objective C, C# and LabVIEW.

e Second, since Web Services sit on top of common network protocols, the communication is
considered “IT friendly” compared with proprietary network protocols.

e Third, Web Services can also be easily encrypted via industry-standard technologies like
Secure Sockets Layer (SSL) or Transport Layer Security (TLS).

11.1 Web Services with LabVIEW

LabVIEW has full support for both creating Web Services as well as consuming Web Services. See

Figure 11-4.
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Device with 1/O (Server) Client Machine

HTTP Request

Web i B ThinClient
Service Application

XML Response

- <Response>
- <Terminal>
<Name>Sum</Name>
<Value>9.000000</Value>
</Terminal>
</Response>

Figure 11-4: LabVIEW Web Service

In LabVIEW, you create a Web Service from the Project Explorer. You need to create either a New
LabVIEW Project or use your existing Project.

In the Project Explorer, you need to right-click on “My Computer” and then select New->Web
Service (see Figure 11-5).
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Figure 11-5: Creating Web Service in LabVIEW

Next, you need to create one or more Web Service Methods. See Figure 11-6.

Startup Vls
i P

= TemperatureWS.Ivproj * - Project Explorer = =
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ltems Files
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& B
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@] 1] [ 15pt Application Font |+ |[§o~ |[7pa~ [~ | (60~

HTTPMethod 2.vi Front Panel on WSTestvproj/My Computer

rr— ) i

Use the Web Service Request input terminal to call the Vis on the Web Services palette. Do not remove it
from the connector pane unless you don't need access to the palette.

New Web Resource

LabVIEW Web Service Request

Help...

Each additional control wired to the connector pane will be avadable as an input in the URL. To include
an indicator in terminal-mode output (the default setting), it must akso be wired to the connector pane.

File Edit View Project Operate Tooks Window Help
(S]] @[11][@] 2] [wa]m® . 159t Appication font |+ || 3w [[Ga~ | [0+ [[%ad]

sy B

~

HTTPMethod 2.vi Block Diagram on WSTest.vproj/My Computer s

TemperatureWS.Ivproj - Project Explorer

- o

File Edit View Project Operate Tools Window Help

[o] Searen =
== ftems | Files

fire LabVIEW Web Service Request to web services
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2 N My Computer
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LabVIEW Web Service
i !

Create the Code for your
Web Service Method here

| L = O addPublic Content Folder...
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Find Project ltems...

Expand All
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Remove from Project
Rename... R
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Figure 11-6: Create a Web Service Method
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Then you need to create the code (your Block Diagram) for your Web Service Method.

In this example, we just make a simple temperature simulator that calculates a random
temperature value between 20 and 50 degrees Celsius. See Figure 11-7.

I GetTemp.vi Block Diagram on TemperatureWS.lvproj/My Computer = © “
File Edit View Project Operate Tools Window Help ‘

| I@@ ba|G® o+ | 15pt Application Font |~ || 3o || s0av | |« @lL

~
LabVIEW Web Service Request
ﬂ,
[Temperature Simulator|
Temperature
B> |
Upper Limit
50—
Lower Limit
[ TemperatureWS.lvproj/My Computer < > ’

Figure 11-7: LabVIEW Web Service Method Example

Note! There is NOT need for a While Loop (neither a Stop/Exit button) in your LabVIEW Web
Service Method, because these things are handled by the Web Service itself.

When you have created your code/block diagram, you need to define inputs and outputs, or the
interface. You do this in the same way as you define inputs and outputs in a LabVIEW SubVI.

Note! There is no need for a beautiful GUI since the user will not be able to see the Front Panel.
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= GetTemp.vi Front Panel on TemperatureWS.lvproj/My Computer
File Edit View Project Operate Tools Window Help

| @@ l 15pt Application Font |~ ||5;,v o “&v I lI@vI

Use the Web Service Request input terminal to call the Vs on the Web Services palette. Do not remove it
from the connector pane unless you don't need access to the palette.

*| Search

. Temperature
LabVIEW Web Service Request 0
%
20

Each additional control wired to the connector pane will be available as an input in the URL. To include
an indicator in terminal-mode output (the default setting), it must also be wired to the connector pane.

| TemperatureWS.lvproj/My Computer| < >

Figure 11-8: LabVIEW Web Service Method Front Panel

You are now ready to test the LabVIEW Web Service. Right-click and select “Start” in order to start
the Web Service in “Debug/Test” mode.

B TemperatureWS.Ivproj - Project Explorer = =
File Edit View Project Operate Tools Window Help
ltems | Files _
: : = Debug Web Service Launched [ x |

The web service is now running on the debug server. You can connect to
this web service on port 8001.

Add Public Content Folder... NOTE: Remote connections can access this web service. You can change
Add Private Content Folder... this setting on the Web Server page of the Tools>>Options dialog box.

Application Web Server »
Find Project Items...

Expand All
Collapse All

Remove from Project

& Windows Security Alert X : prompt again for this operation

@ Windows Firewall has blocked some features of this app

Windows Firewall has blocked some features of LabVIEW 14,0 Development System on all public

and private networks.
E’ Name: LabVIEW 14.0 Development System
Publisher: National Instruments Corporation
Path: C:\program files\national instruments\abview

2014\abview.exe
Allow LabVIEW 14.0 Development System to communicate on these networks:
[]Private networks, such as my home or work network

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing an app through a firewall?

==

Figure 11-9: Testing the Web Service

Make sure to allow access in the Firewall.
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Now you are ready to see if the Web Service is working as expected. If you don’t know the URL for

the Web Service, you can right-click and select “Show Method URL...”.

= HTTP Method URL

Available Servers

8001 - Local Debugging v

HTTP Method URL
http://127.0.0.1:8001/TemperatureWS/GetTemp

Help

Figure 11-10: Show Method URL Dialog Box

Enter (or past) the URL in your Web Browser to see if it works.

N
o\
|\=)
@ &

<?xml version="1.0"?>
- <Response>
- <Terminal>
<Name>Temperature</Name:>
<Value>26.6</Valuex>
</Terminal>
</Response>

@ http://127.0.0.1:8001/ TemperatureWS/GetTemp O v &

& 127.00.1

Figure 11-11: Testing the Web Service from your Web Browser

If you hit “Refresh”, you should see the temperature value is changing.
Final Step: Publish the Web Service.

When you are finished, you need to Publish the Web Service to the Web Server
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’ Items Files

= TemperatureWS.lvproj - Project Explorer
File Edit View Project Operate Tools Window Help

_oEN

= [l Project: TemperatureWsS.lvproj
= § My Computer
5%

4

Start  Start

L Bﬁ'd SG‘ Add Public Content Folder...
« P Add Private Content Folder...

Application Web Server » Publish

Find Project Items...

Expand All
Collapse All

Remove from Project
Rename...

Help...
Properties

F2

Manage Web Server

Figure 11-12: Publish the Web Service to the Web Server

You find more resources about Web Services and LabVIEW Web Services on the Web page.

11.2 Data Dashboard for LabVIEW

Data Dashboard for LabVIEW (see Figure 11-13) is an App for iOS/Android where you can create
custom Dashboards (HMI) to Control and Monitor your LabVIEW application remotely using
LabVIEW Web Services. You get the best experience on the iPad or Android Tablets.
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Data Dashboard for LabVIEW

By National Instruments
Open iTunes to buy and download apps.

Description

The Data Dashbo
running NI LabVil

d for LabVIEW

applications. This is done by

Agreement »

What's New in Version 2.2.1

- Updated look for iOS 7
iOS 8 compatibility

Free Various bug fixes

and 8

Category: Productivity
Updated: Sep 29, 2014
Version: 2.2.1

Size: 48.2 MB
Language: English iPad Screenshots
Seller: National Instruments

4 National

Instruments Corporation

Wind Turbine Analysis

Rated 4+ 2 Turbine Displacement

Compatibility: Requires iOS 7.0
or later. Compatible with iPad

a custom dashboard tha

ng deployed NI Sha

View More by This Developer

emotely control and monitor

bles, LabVIEW Web Services, or

the NI Technical Data Cloud with visual objects like graphs, meters, and switches among many other available

National Instruments Web Site» Data Dashboard for LabVIEW Support» Application License ...More

Figure 11-13: Data Dashboard for LabVIEW available on Smartphones and Tablets

Weather Station Example:

Figure 11-14 we see an example where Data Dashboard for LabVIEW has been used for presenting

weather data from the Weather Station we have at the university.
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iPad = 12:38
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Telemark University College

Wind Direction
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Temperature
) 4 250
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3,136 mis | g 300+
Rainfall
0 354,4 360
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Wind Chill
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Figure 11-14: Weather Station Data Dashboard
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12.1  What is Modbus?

Modbus is a serial communications protocol originally published by Modicon (now Schneider
Electric) in 1979 for use with its programmable logic controllers (PLCs).

Simple and robust, it has since become a de facto standard communication protocol, and it is now
a commonly available means of connecting industrial electronic devices

The development and update of Modbus protocols has been managed by the Modbus
Organization since April 2004, when Schneider Electric transferred rights to that organization

Modbus became the first widely accepted fieldbus standard.

Modbus protocol is defined as a master/slave protocol, meaning a device operating as a master
will poll one or more devices operating as a slave.

Write Data Registers
Master

Polling/Request

Read Data Data Stored in Registers

Figure 12-1: Modbus is a Master/Slave Protocol
This means a slave device cannot volunteer information; it must wait to be asked for it.

The master will write data to a slave device’s registers, and read data from a slave device’s
registers. A register address or register reference is always in the context of the slave’s registers.

References:

* Modbus Organization: http://www.modbus.org

* Modbus (Wikipedia): https://en.wikipedia.org/wiki/Modbus

* Introduction to Modbus (National Instruments):
http://www.ni.com/white-paper/7675/en/
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*  Modbus 101 - Introduction to Modbus:
http://www.csimn.com/CS| pages/Modbus101.html|

*  Modbus TCP/IP: http://www.rtaautomation.com/technologies/modbus-tcpip/

* Modbus RTU: http://www.rtaautomation.com/technologies/modbus-rtu/

The master typically is a PLC (Programmable Logic Controller), PC or DCS (Distributed Control
System). A remote terminal unit (RTU) is a microprocessor-controlled electronic device that
interfaces objects in the physical world to a DCS or SCADA System. Modbus RTU slaves are often
field devices, all of which connect to the network in a multi- drop configuration. See Figure 12-2.

Figure 12-2: Modbus Overview

12.2 Modbus Register Types

Modbus supports 4 different types of registers:
* Coil (Discrete Output)
— Coils are 1-bit registers, used to control discrete outputs, Read or Write
* Discrete Input
— 1-bit registers
* |nput Register
— 16-bit data registers
* Holding Register

— 16-bit data registers
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Register Addresses:

0x = Coil, Address Range: 00001-09999

1x = Discrete Input, Address Range: 10001-19999
3x = Input Register, Address Range: 30001-39999
4x = Holding Register, Address Range: 40001-49999

When using the extended referencing, all number references must be exactly six digits. This avoids
confusion between coils and other entities. For example, to know the difference between holding
register #40001 and coil #40001, if coil #40001 is the target, it must appear as #040001.

12.2.1 Access Levels

In SCADA systems, it is common for embedded devices to have certain values defined as inputs,
such as gains or proportional integral derivative (PID) settings, while other values are outputs, like
the current temperature or valve position. To meet this need, Modbus data values are divided into
four ranges

In many cases, sensors and other devices generate data in types other than simply Booleans and
unsigned integers. It is common for slave devices to convert these larger data types into registers.
For example, a pressure sensor may split a 32-bit floating point value across two 16-bit registers.

See Figure 12-3 for the access levels on the different types in Modbus.

Memory Type Data Type

Coils Bit (Boolean) Read/Write Read/Write
Discrete Input Bit (Boolean) Read-only Read/Write
Input Register Unsigned Word Read-only Read/Write
Holding Register Unsigned Word Read/Write Read/Write

Figure 12-3: Access Levels

12.3 Modbus Protocols

There are 3 main types of Modbus Protocols:
*  Modbus ASCII

* Modbus RTU (Remote Terminal Unit)
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— Modbus RTU uses RS-485 or RS-232
*  Modbus TCP/IP
— Modbus TCP uses Ethernet

Modbus ASCIl and Modbus RTU are simple serial protocols that use RS-232 or RS-485 to transmit
data packets.

Modbus TCP/IP follows the OSI Network Model and can be used in an ordinary Ethernet network

12.3.1 Modbus ASCII

Modbus ASCII uses ASCII characters for protocol communication.

12.3.2 Modbus RTU

Modbus RTU uses binary representation of the data for protocol communication.
Modbus RTU uses RS-485 or RS-232.

Modbus RTU requires that you know or define baud rate, character format (8 bits no parity, etc.),
and slave ID (aka slave address, unit number, unit ID). A mismatch in any of these will result in no
communication.

12.3.3 Modbus TCP/IP

Modbus TCP/IP follows the OSI Network Model and can be used in an ordinary Ethernet network.
Modbus TCP requires that you know or define IP addresses on the network.

Modbus TCP/IP uses Port 502

In Modbus TCP/IP we normally use the terms Server/Client instead of Slave/Master

Slave -> Server

Master -> Client

12.4 Modbus in LabVIEW

3 ways to use Modbus in LabVIEW:

* Use a high-level OPC Server
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e Use Modbus I/O Server
* Use the LabVIEW Modbus API
“LabVIEW Real-Time Module” or “LabVIEW DSC Module” required

Introduction to Modbus (National Instruments): http://www.ni.com/white-paper/7675/en/

12.4.1 LabVIEW Modbus API

Figure 12-4 shows the LabVIEW Modbus API palette in LabVIEW.
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Figure 12-4: LabVIEW Modbus API
LabVIEW Example:

We will go through a simple Modbus example in LabVIEW where we create 3 different
applications. In LabVIEW Application #1 we create a Modbus Slave. LabVIEW Application #2 will be
a Modbus Master application where we write data to the slave, while LabVIEW Application #3 is a
Modbus Master application where we read the same data as Application #2 is writing to the slave.

See Figure 12-5 for s simple sketch of the LabVIEW example.
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LabVIEW App #2 LabVIEW App #1
Master Write Data - Registers
(Client) _ s B
Polling/Request (Server)
Ma?ster Read Data Data Stored in Registers
(Client)

LabVIEW App #3

Figure 12-5: LabVIEW Modbus Example Overview

Figure 12-6 shows the Front Panel (GUI) of the 3 applications in the example.
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Coil Values = <
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Read

. Note! You need to start/run the Modbus Slave
App before you start the Modbus Master Apps

Note! You need to start the Modbus Slave before you start the Modbus Master(s)

'- Stop ]

Figure 12-6: LabVIEW Example — Front Panels

In LabVIEW Application #2 we can turn on/off some Boolean switches and when pushing the
“Write” button the values are pushed and store in the slave Coil Register (LabVIEW Application
#1). In LabVIEW Application #1 we just continuously read the values stored in the Slave Coil
Register. Dark green in Boolean True and light green is Boolean False. In LabVIEW Application #2
we see that we are able to read the values stored in the Slave Registers.

In this example, all 3 applications running on the same computer, while in practical applications
these 3 applications will typically run on 3 different computers or devices.

Modbus Slave Block Diagram (Figure 12-7):
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£} Modbus Slave - Coil.vi Block Diagram
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Figure 12-7: Modbus Slave Block Diagram
Modbus Master Write Block Diagram (Figure 12-8):
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Figure 12-8: Modbus Master Write Block Diagram

Modbus Master Read Block Diagram (Figure 12-9):
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Figure 12-9: Modbus Master Read Block Diagram

12.4.2 LabVIEW Modbus Simulator

The LabVIEW Modbus Simulator is integrated with “LabVIEW Real-Time Module” or “LabVIEW DSC
Module” It can be used for test purpose, etc. The LabVIEW Modbus Simulator is a Modbus Slave

In Figure 12-10 we use the LabVIEW Modbus Simulator in order to test our LabVIEW code.
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Figure 12-10: LabVIEW Modbus Simulator

You will find the LabVIEW Modbus Simulator and other Modbus applications and examples using
the “NI Example Finder”.
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13 Virtualization

13.1 Introduction

What is Virtualization? [Wikipedia] Virtualization, in computing, refers the act of creating a virtual
(rather than actual) version of something, including but not limited to a virtual computer hardware
platform, operating system (OS), storage device, or computer network resources.

The term "virtualization" traces its roots to 1960s mainframes, during which it was a method of
logically dividing the mainframes' resources for different applications. Since then, the meaning of
the term has evolved to the aforementioned.

Hardware virtualization or platform virtualization refers to the creation of a virtual machine that
acts like a real computer with an operating system. Software executed on these virtual machines is
separated from the underlying hardware resources. For example, a computer that is running
Microsoft Windows may host a virtual machine that looks like a computer with the Ubuntu Linux
operating system; Ubuntu-based software can be run on the virtual machine.

In hardware virtualization, the host machine is the actual machine on which the virtualization
takes place, and the guest machine is the virtual machine.

The words host and guest are used to distinguish the software that runs on the physical machine
from the software that runs on the virtual machine.

The software or firmware that creates a virtual machine on the host hardware is called a
hypervisor or Virtual Machine Manager.

A snapshot is the state of a virtual machine, and, generally, its storage devices, at an exact point in
time. Snapshots are "taken" by simply giving an order to do so at a given time, and can be
"reverted" to on demand, with the effect that the VM appears (ideally) exactly as it did when the
snapshot was taken.

A lot of Virtualization Software exists. Here are some examples:

e VMware Workstation/VMware Workstation Player
e VMware vSphere

e Microsoft Hyper-V

e VirtualBox

e VMware Fusion

e etc.
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These (and others) are explained more in detailed later in this document.
VMware is a company that has been specializing within virtualization software.

http://www.vmware.com

13.2 VMware

13.2.1 VMware Workstation Player

VMware Workstation Player (Figure 13-1) is for personal use on your own PC. VMware Player is
free of charge for personal noncommercial use.

Welcome to VMware Player

Create a New Virtual Machine

D Create a new wirtual machine, which will then be

added to the top of your ibrary.

Open a Virtual Machine

Open an existing vir tual machine, which wil then be
added to the top of your library.

Upgrade to VMware Workstation
Get advanced features such as snapshots,

recordfreplay, teams, developer tool integration,
and more.

Help

View VMware Player's help contents.

Figure 13-1: VMware Workstation Player
With VMware Workstation Player, you can only run one Virtual Machine at the same time.

In Figure 13-2 we see Windows Server 2012 R2 running within the VMware Workstation Player.
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(] Windows Server 2012 R2 Standard - VMware Player (Non-commercial use only) | =S

Player v | [ v (& W @ «| @

Figure 13-2: Windows Server running as a Virtual Machine

VMware Workstation Player Plus has the same functionality as VMware Player but can be used for
commercial use.

Note! the free version called VMware Workstation Player was previously called VMware Player.

13.2.2 VMware Workstation

VMware Workstation is for personal (you typically install this software on a personal computer,
not a server) use and if you need more features than VMware Workstation Player can offer. With
VMware Workstation you can add snapshot, restore to snapshot, copy virtual machines, etc.

With VMware Workstation, you can run multiple Virtual Machines at the same time.

Test (in Norwegian): http://www.idg.no/pcworld/article277809.ece

13.2.3 VMware vSphere

VMware vSphere is for companies that uses virtualization in a large scale.

13.3  Microsoft Hyper-V

Hyper-V is the virtualization solution from Microsoft.

We have 3 different alternatives:
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e Windows Server with Hyper-V
e Hyper-V Server
e Windows Client Hyper-V

13.3.1 Windows Server with Hyper-V

Here you need “Windows Server 2013 R2 Standard” or “Windows Server 2012 R2 Datacenter” as
the host operating system.

Both editions (Standard and Datacenter) have the exact same functionality. The only difference
between the two editions is the virtualization rights. Windows Server 2012 Standard edition gives
the purchaser the rights to run 2 virtual instances of Windows Server, while the Datacenter Edition
has unlimited virtualization rights.

13.3.2 Hyper-V Server

Hyper-V Server is a separate standalone product that is a free download. Hyper-V Server is a
Hypervisor-based, meaning you don’t need to install it on top of an existing Windows Server.

Hyper-V Server only installs the Core Server features needed to run virtualization, you cannot
other Roles like Active Directory, etc. and you don’t have a graphical interface. The normal way is
to is use Windows 8 and the Hyper-V Manager to manage the VMs remotely (create new VM, edit
VMs, etc.).

The latest version is “Microsoft Hyper-V Server 2012 R2”.

13.3.3 Windows Client Hyper-V

In Windows 10 you can install the “Client Hyper-V” feature meaning you can run VMs inside
Windows.

Step 1: Check if your PC are able to run Client Hyper-V

Check System Information (msinfo32.exe) to see if your PC is capable to run Windows Client
Hyper-V (Figure 13-3):
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L
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Hardware Abstraction Layer
User Name
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Installed Physical Memory (RAM)
Total Physical Memory
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Page File Space

Page File
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United States
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Eastern Daylight Time

4.00 GB

3.60 GB

2.74 GB

422 GB

3.30 GB

640 MB

C:\pagefile.sys

Hyper-V - VM Monitor Mode Extensions

Hyper-V - Second Level Address Translation Extensions
Hyper-V - Virtualization Enabled in Firmware

Hyper-V - Data Execution Protection

Yes
Yes
Yes
Yes

<

. Search selected category only [_|search category names only

Close Find

Figure 13-3: Hyper-V Requirements

All these settings need to be Yes. In general, if either the “Virtualization Enabled in Firmware” or

the “VYM Monitor Mode Extensions” are set to No, you can enable those features in the firmware.

However, if the “Second Level Address Translation Extensions” or the “Data Execution Protection”

settings are set to No, then you will not be able to use Windows 8 Client Hyper-V.

Step 2: Install Client Hyper-V

If your PCis able to run Client Hyper-V you need to add the Hyper-V feature in Windows (Figure

13-4).
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Windows Features - O —
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

[] . .NET Framework 3.5 (includes .NET 2.0 and 3.0) ~
[=] | .NET Framework 4.5 Advanced Services

. Active Directory Lightweight Directory Services
= b

= .. Hyper-V Management Tools
. Hyper-V GUI Management Tools
.. Hyper-V Mcdule for Windows PowerShell
N . Hyper-V Platform
.. Internet Explorer 10

[] .. Internet Information Services
] .. Internet Information Services Hostable Web Core

_m ] . Media Features v

Figure 13-4: Hyper-V Installation Components

Then you can start up the Hyper-V Manager and start creating your VMs.

13.4 VirtualBox

VirtualBox is originally created by Sun Microsystems, but is now maintained by Oracle.
VirtualBox is freely available as Open Source Software.

Web site: https://www.virtualbox.org

VirtualBox is available for Windows, Mac OS X and Linux/UNIX.

13.5 Mac and OS X

If you have a Mac and want to run Windows or other OS, you have different options here as well.

e Boot Camp

e VMware Fusion
e Parallels Desktop
e VirtualBox

13.5.1 Boot Camp
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Boot Camp is built into the Mac OS X. It is actually not a virtualization technique, but rather a
method to run Windows on a Mac computer.

13.5.2

Web Site:

http://www.vmware.com/products/fusion/overview.html

VMware Fusion

Example (Figure 13-5):
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13.5.3

Figure 13-5: VMware Fusion on Mac OS X

Parallels Desktop

|ouls e w e e =

It costs about $80. You can buy and download from the vendor’s web site:

http://www.parallels.com/products/desktop/

13.5.4

VirtualBox

VirtualBox is originally created by Sun Microsystems, but is now maintained by Oracle.

VirtualBox is freely available as Open Source Software.

Web site: https://www.virtualbox.org
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VirtualBox is available for Windows, Mac OS X and Linux/UNIX.
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14 Cloud Computing

Web: https://www.halvorsen.blog/documents/technology/cloud/

Cloud computing, also known as on-demand computing, is a kind of internet-based computing,
where shared resources and information are provided to computers and other devices on-demand
(Wikipedia).

Figure 14-1 is showing overview of cloud computing, with typical types of applications supported
by that computing model.

Servers

Desktops

Application

Monitoring = Collaboration

Finance

Nuny
LT

Content Communication
Platform
% &uuuml % E
Identity Queue -
Object Storage Runtime Database
Infrastructure
.
Compute =TT} Network

Block Storage

Phones Tablets

Cloud Computing

Figure 14-1: Cloud Computing (https://en.wikipedia.org/wiki/Cloud _computing, Sam Johnston)

Microsoft, Amazon and Google are 3 big players in this market with their respective products:
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e Windows Azure
e Amazon Web Services
e Google Cloud Platform

Cloud Computing provides a simple way to access servers, storage, databases and a broad set of
application services over the Internet. Cloud Computing providers such as Microsoft, Amazon,
Google, etc. own and maintain the network-connected hardware required for these application
services, while you provision and use what you need via a web application.

14.1 Microsoft Azure

Microsoft Azure is the cloud computing solution from Microsoft, you could say it is “Windows in
the Cloud” with no local hardware/software installations, i.e. there is no need for local servers.

Cloud Features:

e Web Sites

e SQL Servers

e Virtual Machines
e etc.

The product is based on monthly payments (1-month free trial)
Windows Azure is available from here:

https://azure.microsoft.com

14.2 Amazon Web Services

Amazon Web Services (AWS) is another cloud service from Amazon.

amazon
web services™

Cloud Features:

e Web sites
e SQL Servers
e Virtual Machines
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e etc.
Amazon Web Services (AWS) is available from here:

http://aws.amazon.com

“AWS Free Usage Tier” (available for 12 months):

http://aws.amazon.com/free

14.3 Google Cloud Platform

Google Cloud Platform is a cloud computing platform by Google that offers hosting on the same
supporting infrastructure that Google uses internally for end-user products like Google Search and
YouTube. Cloud Platform provides developer products to build a range of programs from simple
websites to complex applications. https://en.wikipedia.org/wiki/Google Cloud Platform

Google Cloud Platform is available from here:

https://cloud.google.com
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It's not just phones and computers that can communicate wirelessly with the outside world.
Wireless sensors appear both in medicine, in buildings and especially in industrial applications.

Wireless technology and wireless networks are widely used today, but it’s still quite new in
industrial automation systems.

Wi-Fi (IEEE 802.11)

or ZigBee (IEEE 802.15.4 Ethernet Cable

or Wi-Fi (IEEE 802.11) Monitoring

!

DAQ | Gateway/ Mobile
Sensor 7 1/0 Module ™| Router/wp _._> G Device

Incl. Transmitter | ‘ .

0 0
Twisted Pair Ethernet Wi-Fi
Cable (IEEE 802.3) (IEEE 802.11)
0-5V/4-20mA

Figure 15-1: Wireless DAQ System

Here are some examples of Wireless Technologies:

* Cellular

* Bluetooth

«  ZigBee (IEEE 802.15.4)

*  Wireless USB

* Wi-Fi (IEEE 802.11)

*  WirelessHART

ZigBee and WirelessHART are popular in industrial applications, while Wi-Fi, Bluetooth and Cellular
are more popular in consumer products like Smartphones, computers, etc.

For more information about Wireless DAQ Systems, please read the Tutorial “Wireless Data
Acquisition in LabVIEW”.
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Wireless Standards

IEEE 802.11 Transmission
Wi-Fi Distance

-

WPAN 3
Bluetooth
1 o oo
| -
ZigBee
IEEE 802.15.49 i
Low i

100 k 1M 10M 100 M
Data Rate (bps)

Power Consumption,
Cost, and Complexity

Figure 15-2: Overview of Wireless Standards

15.1 ZigBee

ZigBee (IEEE 802.15.4) is a low-cost, low-power, wireless mesh networking proprietary standard.
The low cost allows the technology to be widely deployed in wireless control and monitoring
applications, the low power-usage allows longer life with smaller batteries.

Read more about ZigBee:

ZigBee Alliance: http://www.zighee.org/

Wikipedia: http://en.wikipedia.org/wiki/ZigBee

15.2 WirelessHART

WirelessHART is an open-standard wireless networking technology developed by HART
Communication Foundation. It was developed as a multi-vendor, interoperable wireless standard.

Read more about WirelessHART:

HART Communication Foundation: http://www.hartcomm.org/

Wikipedia: http://en.wikipedia.org/wiki/WirelessHART
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16 Vision Systems

Vision systems are important in the industry (and in other areas) today. Figure 16-1 shows a
simple vision system where a vision system is used to remove bad items.

Camera

Figure 16-1: Simple Vision System

16.1  Vision Systems in LabVIEW

With LabVIEW, you can create advanced vision systems. You need the following software:

e LabVIEW
e NI Vision Acquisition Software
e NI Vision Development Module

The NI Vision Acquisition software is the basic software you need if you want to create Vision
applications for LabVIEW or the .NET platform. The NI Vision Acquisition software includes the
necessary drivers, such as NI-IMAQ and NI-IMAQdx.

The NI-IMAQdx driver software gives you the ability to acquire images with IEEE 1394 (FireWire),
GigE Vision (Ethernet), and USB cameras.
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For more advanced machine vision and image processing you will need the Vision Development
Module. The Vision Development Module contains hundreds of image-processing and machine
vision functions, both for LabVIEW and the .NET platform.

This package includes built-in functions for:

e Pattern matching

e Texture recognition

e Counting and Classification

e OCR (Optical Character Recognition)
e Bar Code readers

e Image Filters

e etc.

Figure 16-2 shows the LabVIEW Vision palette.

‘i} C{ Search % Customize ¥
NI-IMAQ IjO
B ot Py’
R R b= b=
NI-IMAQ Vision Utilities  Image Proces... Machine Vision
I g mag 0¥ b ol
b= b= g b
NI-IMAQdx  NI-IMAQI/O  Vision Builder AT  Vision Express

Figure 16-2: LabVIEW Vision Palette

16.2  Vision Systems in Visual Studio/C#

The NI Vision Acquisition software is the basic software you need if you want to create Vision
applications for LabVIEW or the .NET platform. The NI Vision Acquisition software includes the
necessary drivers, such as NI-IMAQ and NI-IMAQdx.

The NI-IMAQdx driver software gives you the ability to acquire images with IEEE 1394 (FireWire),
GigE Vision (Ethernet), and USB cameras.
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Part 3 : Automation

In this part we give an overview of DAQ systems, control systems, sensors and actuators, OPC,
SCADA systems, Hardware-in-the-Loop simulations, etc.
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Web: https://www.halvorsen.blog/documents/technology/daq/

DAQ is short for Data Acquisition. The purpose of data acquisition is to measure an electrical or
physical phenomenon such as voltage, current, temperature, pressure, or sound. PC-based data
acquisition uses a combination of modular hardware, application software, and a computer to
take measurements. While each data acquisition system is defined by its application requirements,
every system shares a common goal of acquiring, analyzing, and presenting information. Data
acquisition systems incorporate signals, sensors, actuators, signal conditioning, data acquisition
devices, and application software.

So summing up, Data Acquisition is the process of:

e Acquiring signals from real-world phenomena
e Digitizing the signals
e Analyzing, presenting and saving the data

The DAQ system has the following parts involved, see Figure 17-1.

PC-BASED DATA ACQUISITION

INPUT/OUTPUT SIGNALS HRRDLWARE SOFTWARRE
ANALOG —a
nnﬂﬂﬂ
DIGITAL e L — gty
0% . I/ .
COUNTER/ lfwf- "\ - ‘ m— -
“"o'% “} - - { |, RTTEESSTTTTTTTITE sy
TIMER 2.2 I
EEEEEEEEEEEEEEEEEEEEEEEP
SENSORS — DATA RCQUISITION APPLICATION AND
HARDLARE DRIVER SOF TWRRE

Figure 17-1: DAQ System
The parts in a typical DAQ system are as follows:

e Physical input/output signals

e DAQ device/hardware

e Driver software

e Your software application (Application software)
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17.1  Sampling

Discrete sampling of a continuous signal:

A
Continuous Signal
>
H H A computer can only deal
4 D ISCl'ete Slgnal with discrete signals
e ® ° 0o o o e o o o o
e}
e Ts = Sampling Time
x(k—1) » When Ts -> 0, we have a continuous signal,
but in a computer that is not possible.
k=0,1,2 3,4, ... k
>

Figure 17-2: Continuous vs. Discrete Signals
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Original Signal
|g|\|g Aliasing (“Nedfolding”) -> The Sampling Rate is to low!

Sampling Time

Figure 17-3: Aliasing

17.1.1 AD Converters

All Analog Signals needs to be converted to Digital Signals before the Computer can use them (AD
Converter).

Control Signal <

ANALOG ___/

Figure 17-4: Analog to Digital Converter

Measurement Signal i
ANALOG o
——3 Wl | AD Converter
:: i ywﬂ"“m,m I M
': DA Converter

AD - Analog to Digital
DA - Digital to Analog

What is an Analog-to-Digital Converter (ADC)?
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Analog signals from sensors must be converted into digital before they are manipulated by digital
equipment such as a computer. An ADC is a chip that provides a digital representation of an analog
signal at an instant in time. In practice, analog signals continuously vary over time and an ADC
takes periodic “samples” of the signal at a predefined rate. These samples are transferred to a
computer over a computer bus where the original signal is reconstructed from the samples in
software.

17.2 DAQ Hardware

What Is a DAQ Device?

DAQ hardware acts as the interface between a computer and signals from the outside world. It
primarily functions as a device that digitizes incoming analog signals so that a computer can
interpret them. The three key components of a DAQ device used for measuring a signal are the
signal conditioning circuitry, analog-to-digital converter (ADC), and computer bus.

In this document, we will use different hardware available from National Instruments in our
examples, these devices are:

e TC-01 Thermocouple device
e USB-6008 DAQ Device

17.2.1 NI USB TC-01 Thermocouple Device

In Figure 17-5 we see the NI USB-TCO01 Thermocouple Measurement device.

Figure 17-5: TC-01 Thermocouple Device
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We will give code examples of how to use this device in C#. Since this is a DAQmx supported
device from National Instruments, the programing structure will be the same as for NI USB-6008.

17.2.2 NI USB-6008 DAQ Device

NI USB-6008 (see Figure 17-6) is a simple and low-cost multifunction /O device from National
Instruments.
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Figure 17-6: USB-6008 I/0O Module
The device has the following specifications:

e 8 analog inputs (12-bit, 10 kS/s)

e 2 analog outputs (12-bit, 150 S/s)

e 12 digital I/O

e USB connection, no extra power-supply needed
e Compatible with LabVIEW and Visual Studio/C#
e NI-DAQmx driver software

The NI USB-6008 is well suited for education purposes due to its small size and easy USB
connection.

With NI USB-6008 (or similar DAQ devices) you can connect all kinds of sensors, as long as it is a
analog voltage signal. See Figure 17-7.
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Figure 17-7: Pt-100 Measurements

17.3 NI DAQmx driver

National Instruments provides a native .NET API for NI-DAQmx. This is available as a part of the NI-
DAQmx driver and does not require Measurement Studio.

Note! In order to install the DAQmx API for C#, make sure to select “.NET Support” when installing
the DAQmx driver.

This application uses the C# APl included in the NI DAQmx driver, so make sure that you have
installed the NI DAQmx driver in advance.

During the installation make sure to select “Custom”:
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Select Installation Option NATIONAL
Select one of the following options. VNSI'RUMENTS'

) Typical
& Install NI-DAQmx device driver, support for hardware configuration, and application

jUer g development.
=

@ Custom
&~ Select the individual features to install.

el

[ << Back ]I Next >> ][ Cancel ]

Next, make sure that you select .NET Framework X.x Support for the version of .NET that your
version of Visual Studio id using:

.| NI-DAQmx 9.6.1 (|~ S

Features NATIONAL
Select the features ta install. yusmuumts
"""" =9 ~| NI MAX Configuration Support | Debugging utiity for monitoring function calls to
|- =3 | Application Development Support | wvarious National Instruments APls.

¥ ~| LabVIEW 2012 (32-bit) Support

- ¥ ~| LabVIEW 2011 (32-bit) Support

Lab¥IEW 2010 [32-bit) Support

LabVIEW 2009 (32-bit) Support
i ort

.

m

Real-Time Support

.NET Framework 4.0 Languages Sgpr f
s 2up This feature will remain on the local hard drive.

NET Framework 2.0 Languages Sup

Measurement Studio for Visual C++ 2(

Measurement Studio for Visual C++ 2(-—

ANSI C Support

: Microsoft Visual Basic 6.0 Support

2| NI 1/0 Trace 3.0.2 v
< | n J »

Directory for NI [/0 Trace 3.0.2

[Fiestore Feature Defaults] [Disk Cost] [ << Back ][ Next >> ][ Cancel ]

———
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17.3.1 NI MAX

Measurement & Automation Explorer (MAX) provides access to your National Instruments devices
and systems.

With MAX, you can:

e Configure your National Instruments hardware and software

e Create and edit channels, tasks, interfaces, scales, and virtual instruments
e Execute system diagnostics

e View devices and instruments connected to your system

e Update your National Instruments software

In addition to the standard tools, MAX can expose item-specific tools you can use to configure,
diagnose, or test your system, depending on which NI products you install. As you navigate
through MAX, the contents of the application menu and toolbar change to reflect these new tools.

File Edit View Tools Help

4 K1 My System S e Refresh ‘ E’J Self-Test B Test Panels... | [ﬁ Create Task... @@ Configure TEDS... » Hide Help
» [gl Data Neighborhood

4 & Devices and Interfaces (FBack & v
ASRL1:INSTR "COM1" Settings
@3 ASRL2:INSTR "COM2" Nl-[.)Ame Device
am ASRL10:INSTR "LPT1" Name [Dev1 | Basics

Erer— What d t to do?
NI USB-TCO1 "Devl Vendor National Instruments st do you vant to do

. Network Devices PRun the NI-DAQmx
) 44 Scales Model NI USB-TCO1 Test Panels

> & Software Serial Number 016318BA
» B8 Remote Systems

PRemove the device

Status Present Miew or change

device configuration

=] Settings =] Attributes

Figure 17-8: Measurement and Automation Explorer (MAX)

17.4 Measurement Studio

C# is a powerful programming language, but has few built-in features for measurement and
control applications. Measurement Studio is an add-on to Visual Studio which makes it easier to
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create such applications. With Measurement Studio, we can implement Data Acquisition and a
graphical HMI.

17.5 DAQ with LabVIEW

After we have installed the DAQmx driver, we can easily use NI DAQ devices in LabVIEW. Figure
17-9 shows the DAQmx palette in LabVIEW. You find the palette in the Functions Palette:
“Measurement I/O” -> “NI DAQmx”.

DAQmMx - Data Acquisition

ﬁ} Q Search

S view

]

Task Const Channel Const  Create Channe

DA

{fV\
nns
vy

Triggering
[ [-€] |
Timing Mode Triggering Mode Read MNode Write Node
= P g > S=- > >
— e P g
A {z=¢
Real-Time Dewv Config Task ConfigfCtrl Advanced

Figure 17-9: DAQmx Palette in LabVIEW

For basic DAQ we use the DAQ Assistant, for more “advanced” DAQ we use the Start/Stop and
Read/Write functions.

When you place the DAQ Assistant (see Figure 17-10) on the Block Diagram, a Wizard
automatically pops up where you configure what you want to do, i.e., if you want to Read or Write
Data, Analog or Digital signals, which channel you want to use, etc.
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Create New Express Task...
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To have multiple measurement types 5
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Figure 17-10: LabVIEW DAQ Assistant

The following steps needs to be taken in the DAQ Assistant (Figure 17-11):

ropertias L4
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Figure 17-11: LabVIEW DAQ Assistant — Step by step
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Figure 17-12 shows a simple DAQ Application in LabVIEW.

IED |@| @l [ ] ] | I@ | |9&] I\-oul'ﬁ' ?;J: 15pt Application Font

x
File Edit View Project Operate Tools Window Help EI
, Al
-2 [?]
~

> >
>
»>
> >

DAQ Assistant Numeric Indicator|
data » DBL

N7

Figure 17-12: Simple DAQ Example in LabVIEW

17.5.1 Write to DAQ

In addition to read from the DAQ device we can also write to the DAQ device. See Figure 17-13

File Edit View Project Operate Tools Window Help

|¢ I@I @Im II-.QIIE’ f;_f: 15pt Application Fontl < I P

>
[INumeric Control DAQ Assistant
[DBL ) > data

i

Figure 17-13: Write to DAQ (Analog Out) Example

Figure 17-14 shows the settings in the DAQ Assistant for Analog Out.

Industrial IT and Automation - Part 3: Automation



127 17 DAQ Systems

O npeotsignals  AO Settings in DAQ Assistant

#= Acquire Signals
= Generate Signals @ Properties
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@= Counter Output VoltageOut Settings
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Figure 17-14: DAQ Assistant Settings for Analog Out

17.6 Datalogging

Figure 17-15 shows a simple Datalogging example implemented in LabVIEW. In this example we
log data from a sensor and presenting the data into a chart. The application also saves the data to
a file.

’ "

»
= - emperature]
DAQ Assistant [Convert from Dynamic Datal s
data JEETN ) %!_1.23;
= GeU

aveform Chart

TV

‘Waveform Chart

I:ﬁ'

DELE

!

Write To
Measurement
File

P Signals

TYVYYYY

Stop Button

Figure 17-15: Simple Datalogging Example

Figure 17-16 shows the Front Panel (GUI/HMI) for the logging application.

Industrial IT and Automation - Part 3: Automation



128 17 DAQ Systems
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Figure 17-16: The GUI for the logging Application, including the Data stored on File

Saving the data to a so-called Measurement File in LabVIEW is very easy. You just use the “Write
To Measurement File”

»> >
>
>
. &)
»>
> >
Write To
Measurement
File

Industrial IT and Automation - Part 3: Automation



129 17 DAQ Systems

File 1/O
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Figure 17-17: The File 1/0 palette in LabVIEW

0.0 0 Configure Write To Measurement File [Write To Measurement File]
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Figure 17-18: Configuration of the Log File Format

17.6.1 Measurement Filter/Low-pass Filter

The transfer function for a first-order low-pass filter may be written:
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_y@s) 1
Tu(s) Trs +1

H(s)

Where T; is the time-constant of the filter, u(s) is the filter input and y(s) is the filter output.
Discrete version:
It can be shown that a discrete version can be stated as:
Vi = (1= a)yp_q + ayy
Where

Ts
Ty + T,

a =

Where T; is the Sampling Time.
Itis a golden rule that Ty << Ty and in practice we should use the following rule:
T,
f
T, < 3

17.6.2 LabVIEW Example

There are many ways to implement a Low-pass filter in LabVIEW. In this example, we will use the
Formula Node in order to implement it from scratch.

Figure 17-19 shows the Front Panel with inputs and outputs for the Low-pass Filter we are going to
create in LabVIEW.

P Lowpass Filter.vi Front Panel

File Edit View Project Operate Tools MWindow Help ]
|c> |{§}| |_©,||E I 13pt Application Font - 'I!Dv| Tg:v"&v”q Q& l 2P L
~
Filter Input Filter Output
e 20
‘TF [s]
j.) 5
‘Ts [s]
ot
v
< >

Figure 17-19: Low-pass Filter Front Panel
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Figure 17-20 show the code for the Low-pass Filter implemented in LabVIEW.

B! Lowpass Filter.vi Block Diagram
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Figure 17-20: Low-pass Filter implemented in LabVIEW
Testing the Filter:

In this example (see Figure 17-21) we add noise to a Sine function. We then use the Measurement
Filter to see if we can remove the noise afterwards.
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Figure 17-21: Testing the Low-pass Filter to make sure it works
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As you can see this gives good results. The filter removes the noise from the signal.

We can also use the built-in “Filter” function in LabVIEW

Filter

You find the “Filter” function in the Functions palette: Express -> Signal Analysis -> Filter.

This function is more flexible, since you can configure it.

Filtering Type Inpu:)56ignal

Lowpass [T 2 0.4-
=
Filter Specifications é 0.2+
Cutoff Frequency (Hz) < 0-
1500 " -0.2-! 1 . . . .
S SOt S 0 0.02 0.04 0.06 0.08 0.1
High cutoff frequency (Hz) ==
400
R ItP i
Finite impulse response (FIR) filter esu0.6_rev1ew

g 0. [ETNINE
29 3
ERC MW
© Infinite impulse response (IIR) filter g 0-
Topology 0.2
A =V.e5) I | | | |
Bukteniorth [ 0 002 004 006 008 0.1
Order Time
1 z
View Mode
©Signals Show as spectrum
Transfer function
Scale Mode
Magnitude in dB
Frequency in log
OK Cancel Help

Figure 17-22: Built-in Filter in LabVIEW

Figure 17-23 shows a LabVIEW example using the built-in function in LabVIEW. In this example, we
just simulate a signal with noise, and then we use the Filter function to see if we are able to
remove the noise.
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Figure 17-23: LabVIEW Example using the built-in Filter function

Figure 17-24 we see the Front Panel, where we have one chart showing the signal with noise and
in the other chart we have used the Filter function in order to remove the noise.
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Figure 17-24: Front Panel, Example using the built-in Filter in LabVIEW

17.6.3 CH# Example
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17.7 Industrial DAQ Systems

A lot of Industrial DAQ systems exists today. A short introduction to some of them will be given
here.

The following industrial DAQ systems are explained below.

e ¢DAQ (CompactDAQ)
e CRIO (CompactRIO)

Both these systems are from National Instruments.

17.7.1 cDAQ

cDAQ (CompactDAQ) (Figure 17-25) from National Instruments is a DAQ system where you can
plug in different I/O modules, from 1 up to 8 depending on the hardware.

Figure 17-25: cDAQ System from National Instruments

You connect the cDAQ using a standard USB cable (or Ethernet/WiFi for some of the
configurations). You can program the device in LabVIEW or Visual Studio/C# using the DAQmx
driver.

For more information about cDAQ, see the following web sites:

https://en.wikipedia.org/wiki/CompactDAQ

http://www.ni.com/compactdaqg

17.7.2 cRIO
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cRIO (CompactRIO) (Figure 17-26) from National Instruments is similar to cDAQ, but the main
difference is that you program it on your PC and then you deploy the program to the device so it
can run independently from the PC, a so-called embedded system.

Figure 17-26: cRIO System from National Instruments

You need to install the “LabVIEW Real-Time Module” and the “NI RIO Driver” in order to use it
within LabVIEW.

For more information about cRIO, see the following web sites:

https://en.wikipedia.org/wiki/CompactRIO

http://www.ni.com/compactrio/

A small-scale version of cRIO is called myRIO which is for more personal, non-industrial use.

http://www.ni.com/myrio

For more information about industrial DAQ systems and real-time systems, see the Tutorial “OPC
and Real-Time Systems in LabVIEW”.

Industrial IT and Automation - Part 3: Automation



18 User Experience

HMI (Human Machine Interface), GUI (Graphical user Interface), MMI (Man-Machine Interface),
UX (User eXperience) or User Interface Design are all about creating the best experience for the
user of a given system.

Some references for further reading:

https://en.wikipedia.org/wiki/User interface

https://en.wikipedia.org/wiki/Graphical user interface

The GUI/HMI is the only thing the end user sees. The user does not see the code and all the other
things you have created.

\
Oh great!
That's what I call a simple interface.
Just one button.

“Design is not just what it looks like and feels like. Design is how it works!”, Steve Jobs
“Good design is obvious. Great design is transparent”, Joe Sparano, graphic designer

“Math is easy - design is hard”, Unknown.
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19 Control Systems

Figure 19-1 shows a typical control system.

K, T;, Tq

I
r ! e ;
4:—>Q——> Controller —5{ Process AN
! _

Filter |<

Figure 19-1: Control System

While the real process is continuous, normally the Controller and the Filter is implemented in a
computer.

19.1 PC-based Control System

PC-based Control System

PID Control using LabVIEW and I/O Module
Industrial PID Controller

o
-
-
-
3
o
=
o
o
-
o

Figure 19-2: Industrial PID Controller vs. PC-based Control System

Figure 19-3 shows an example of PC-based Control System.
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PC-based Control System
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Figure 19-3: Example of PC-based Control System
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19.2 PID Control

A PID controller may be written:

A Pl controller may be written:
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K t
u(t) = ug + Kpe(t) + ?pf edt
i Y0

L

Where u is the controller output and e is the control error:

e(t) =r(t) —y(t)

Laplace:

u(s) = Kye(s) + %e(s)

Discrete version:

We start with:

K t
u(t) = ug + Kpe(t) + ?pf edt
i Y0

L

In order to make a discrete version using, e.g., Euler, we can derive both sides of the equation:

S . K
u=u0+er+Fe
L

If we use Euler Forward we get:

U —Ug-1  Ugk — Uok-1 ex — €1, Kp
= - - + K — €k
TS TS P TS 2
Then we get:
Ky
Up = Up—g T Ug — Ugp—1 + Kp(ex —ex—1) + ?Tsek
L
Where
€ =Tk — Yk
We can also split the equation above in 2 different pars by setting:
Auy = up — Ug—q
This gives the following Pl control algorithm:
€k =Tk — Yk
Ky
Aup = ugy — Ug -1 + Kp(ex — ex—q) + —Tsey

T;

uk = uk_1 + Auk
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This algorithm can easily be implemented in any programming language.

19.2.1 Pl Controller as a State-space model

Given:

Ky
u(s) = Kye(s) + fe(s)

T;s
We set Z=%e=>sz=e=>2'=e
This gives:
z=¢e
u=K e+&z
P T,
Where
e=r—y

Discrete version:

Using Euler:

. Zpy1 — Zg
Py oelas Sl

Ts
Where T; is the Sampling Time.
This gives:
Zk+1 — Zk _ e
T, 4
N
U, = pek + T Zy
l
Finally:

€x =Tk — Yk

_ 14
Uy = erk + ?Zk
l

Zipq = Z + Tsey

This algorithm can easily be implemented in any programming language.
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19.3 Industrial Control Systems
Typically, we have 3 different types of Industrial Control Systems (ICS), which are (see also Figure
19-4):

* DCS - Distributed Control Systems
* PLC-Programmable Logic Controller
* SCADA - Supervisory Control and Data Logging

DCS

- PLC

—

SCADA

Figure 19-4: Different Types of Industrial Control Systems

Figure 19-5 shows some examples of different types of Industrial Control Systems.

Industrial IT and Automation - Part 3: Automation



142 19 Control Systems

Industrial Control Systems (ICS)

Industrial Control Systems are computer controlled systems that monitor and control industrial
processes that exist in the physical world

PC based Control System/SCADA
System (Supervisory Control And
Data Acquisition)

Programmable Automation

-
Controller (PAC) 10) Industrial PID

Controller

1/0 Module

Siemens PLC

Figure 19-5: Examples of Industrial Control Systems
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20 Sensors and Actuators

A Sensor is a converter that measures a physical quantity and converts it into a signal which can be
read by an observer or by an (today mostly electronic) instrument.

http://en.wikipedia.org/wiki/Sensor

An Actuator is a type of motor for moving or controlling a mechanism or system. It is operated by
a source of energy, typically electric current, hydraulic fluid pressure, or pneumatic pressure, and
converts that energy into motion. An actuator is the mechanism by which a control system acts
upon an environment.

http://en.wikipedia.org/wiki/Actuator

In a control system we need to read values from one or more sensors, then the controller
calculates the control value based on the difference between the measured values and the set-
point(s), then the control signal(s) are use to control the actuators, e.g. a pump or a motor.

K, T;, Tq

|
r ! e !
4:—>Q——> Controller 5 Process LA
! _

Filter |<

Figure 20-1: A Control System with Sensors and Actuators

20.1 Sensors

What Is a Sensor? The measurement of a physical phenomenon, such as the temperature of a
room, the intensity of a light source, or the force applied to an object, begins with a sensor. A
sensor, also called a transducer, converts a physical phenomenon into a measurable electrical
signal. Depending on the type of sensor, its electrical output can be a voltage, current, resistance,
or another electrical attribute that varies over time. Some sensors may require additional
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components and circuitry to properly produce a signal that can accurately and safely be read by a
DAQ device. See Figure 20-2.

Sensor DAQ Device Computer
Signal Analog-to-Digital Driver Application
Conditioning Converter Software Software

Figure 20-2: Acquire Sensor Data

Figure 20-3 shows different types of sensors.

Sensor Phenomenon
Thermocouple, RTD, Thermistor Temperature

Photo Sensor Light

Microphone Sound

Strain Gage, Piezoelectric Transducer Force and Pressure
Potentiometer, LVDT, Optical Encoder Position and Displacement
Accelerometer Acceleration

pH Electrode pH

Figure 20-3: Different Types of Sensors
For more information, please see the following links:

What is Data Acquisition? http://www.ni.com/data-acquisition/what-is/

Measurement Fundamentals: http://www.ni.com/white-paper/4523/en/

Sensor Fundamentals: http://www.ni.com/white-paper/4045/en/

Sensor Terminology: http://www.ni.com/white-paper/14860/en/

Here are some important aspects regarding sensors and measurements:

Calibration: A comparison between measurements. One of known magnitude or correctness
made or set with one device and another measurement made in as similar a way as possible with a
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second device. The device with the known or assigned correctness is called the standard. The
second device is the unit under test, test instrument, or any of several other names for the device
being calibrated.

Resolution: The smallest change it can detect in the quantity that it is measuring. The following
formula may be used (where S is the measurement span, e.g., 0-100deg.C):

S
2" — 1

Accuracy: How close the measured value is the actual/real value, e.g., 0.1 %

R =

Reference value

»
Probability  Accuracy
density
>
+—— > Value
Precision

Figure 20-4: Measurement Properties

Figure 20-5 illustrates the difference between accuracy and precision.

Ao1E

(a) Low accuracy (b) Low accuracy (c) High accuracy (d) High accuracy
Low precision High precision Low precision High precision

Figure 20-5: Accuracy and Precision within Measurements

20.1.1 Pt-100
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Figure 20-6 shows a Pt-100 sensor with transmitter and wiring. This mounting makes it possible to
connect it directly to a 0-5 DAQ device.

Figure 20-6: Pt-100 Measurements

Figure 20-7 shows a 3-wire Pt-100 sensor, which we use in this example.

Figure 20-7: Pt-100 with 3-wire
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Internal
terminal block

Cable clamp

Pt100 elemeglt

[C ] | / L

! // /.
II//
4
24 V PSU 250 O 1-5V 01?.tput
terminals
Output terminals C _

Figure 20-8: Pt-100 Wiring Schema

Figure 20-9 shows the Transmitter used in this example. The transmitter is bought from
Elfa/Distrelec. A link to the transmitter is found below:

http://www.distrelec.biz/en/temperature-signal-converter-jumo-00394779/p/17689574

Technical data

Operating voltage 7...30VvDC
Temperature measurement range 0...100 °C

Input, resistance thermometer Pt100

Output, analogue 4..20 mA
Operating temperature -40...+85 °C
Protection rating IP 20, free mounting
Dimensions & x H 44 x 21 mm
Accuracy +0.1 %

Figure 20-9: Transmitter/Transducer

The transmitter (or transducer) is a temperature signal converter that outputsa 4 — 20mA
signal, which is equivalent to a temperature measurement range of 0 — 100°C.
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We want the output to be a voltage signal so we can use it together with a DAQ device (e.g., a NI
USB-6008 DAQ device as shown in Figure 20-10) that need a input signal between 0 — 5V as
input.

HHIBHLTIVOTIVOILION

2800300230800 20

Figure 20-10: NI USB-6008 I/0O Module

This means that we first need to convert the current signal to a voltage signal usinga 2500
resistor. This gives a voltage signal between 1-5V which we can connect to the the DAQ device.

Next we need to convert from a 1 — 5Vsignal into engineering units such as Celsius., i.e., 1 —
5Vsignal should be equivalentto 0 — 100°C. See Figure 20-11.

A
(x5,v2) = (5,100
100°C 2, Y2 ( )
V2 —y
Y=y =—=——(x — x)
X2 — X1
0°C >

1v 5V

Figure 20-11: Scaling from Voltage to Engineering Units
Since we have a linear scaling:
y=ax+b

We need to find a (slope) and b (intercept):
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_ =J’2—3’1(x_x)
Yy—nn P 1

We have that:
(x1,¥1) = (1V,0°C)

(xz, yz) = (SV, 1000C)

This gives:
100-0
y-0=——7"G-1
Finally, we get:
y = 25x — 25

This conversion can easily be implemented in any programming language. Below we well see an
example where we use LabVIEW to read values from the PT-100 device.

LabVIEW Example

We will show a LabVIEW example where we read data from this Pt-100 sensors using a NI USB-
6008 DAQ device from National Instruments (see Figure 20-10).

The example includes getting data from the DAQ device, scaling from voltage to degrees Celsius
and a Low-pass filter that reduces the noise.
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Web: https://www.halvorsen.blog/documents/technology/opc/

21.1 Whatis OPC?

OPC - “Open Process Control” or “Open Platform Communications”.
A standard that defines the communication of data between devices from different manufactures
Requires an OPC server that communicates with the OPC clients

OPC allows “plug-and-play”, gives benefits as reduces installation time and the opportunity to
choose products from different manufactures

Different standards: “Real-time” data (OPC DA), Historical data (OPC HDA), Alarm & Event data
(OPC AE), etc.

In Figure 21-1 we see a typical OPC scenario.
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Data Acquisition
PLC, PAC, DCS, SCADA
V. o

Process Data

Driver

OPC-Server

Actuators

Sensors

Process

—
T

OPC-Client

OPC-Client SPCClert

Figure 21-1: Typical OPC Scenario

21.1.1 OPC Specifications

OPC specifications:
* OPC DA (Data Access)

The most common OPC specification is OPC DA, which is used to read and write “real-time” data.
When vendors refer to OPC generically, they typically mean OPC DA.

* OPC HDA (Historical Data Access)
* OPCA &E (Alarms & Events)
* ... (many others)

These OPC specification are based on the OLE, COM, and DCOM technologies developed by
Microsoft for the Microsoft Windows operating system family. This makes it complicated to make
it work in @ modern Network! Typically, you need a Tunneller Software in order to share the OPC
data in a network (between OPC Servers and Clients)

* OPC UA (Unified Architecture)
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OPC UA eliminating the need to use a Microsoft Windows based platform of earlier OPC versions.
OPC UA combines the functionality of the existing OPC interfaces with new technologies such as
XML and Web Services (HTTP, SOAP)

21.2 MatrikonOPC Simulation Server

A lot of OPC Servers do exist, but many of them costs a lot. The MatrikonOPC Simulation Server is
free of charge. It can be used for development and test purposes not for commercial applications.

Download for free from: http://www.matrikonopc.com

21.2.1  MatrikonOPC Explorer (OPC Client)

Figure 21-2 shows the MatrikonOPC Explorer, which is an OPC Client for test purposes.

-
% MatrikonOPC Explorer - [Untitled*] /

File Server Group Item View Help
REEFD | o d NG Do

Matrikon.OPC.Simulation.1 [

=-% Localhost "\\HANSHA-PC'
&€ Matrikon.OPC. Simulation. 1 0 H k 0
H National Instruments.NIOPCS: rs MG tr | 0 n P c

O National Instruments. OPCFieldPoin 1 1 Supported OPC Interfaces

o]
bl
0
=}
3
o
g
g
3
[o]
bl
=4
9
3
n

O National Instruments.Variable Engine. 1
0 Network Neighborhood m @ SECURI
- Other Network Computers ’ ]
OPC Security =
Connect Add Teg= Add Alanms

MatrikonOPC Configuration Options = @ OPC SECURITY CHE

&,} f-i - h Verified: Secure MatrikonOPC Server.
y . ) ) Explanation: This MatrikonOPC server o'
OPC Server OPC Security L1220 data protection when configured correctly

—Server Statu: 1 Protect non-MatrikonOPC Servers with the
! MatrikonOPC Security Gateway.

g i ] » Server: Matrikon.OPC.Simulation. 1
Server Info I ’ Group Info ]

'Server: Matrikon.OPC.Simulation. 1

‘Connected: No

Figure 21-2: MatrikonOPC Explorer (OPC Client)

Figure 21-3 shows how to Add Tags in the MatrikonOPC Explorer.
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-
@ MatrikonOPC Explorer - [Untitled*]

,

File Server Group Iem View Help

2 ME D | o & N & F 9 db P s o

Matrikon.OPC.Simulation.1

=- ¢ Localhost "\\HANSHA-PC’

@ Matrikon.OPC.Simulation. 1

O National Instruments.NIOPCServers
O National Instruments. OPCFieldPoint

i OFC National Instruments.Variable Engine. 1
.- Network Neighborhood

------ Other Network Computers

Matri [

(- MutnkonOPC

[OPC Server Connection

i | DA | SECURI
/’ 2 /
[ OPC Security
Disconnect Add Tags Add Alarms

~MatrikonOPC Configuration

[~Supported OPC Interfaces

@ OPC SECURITY CHE

« LU

erver Statu: ‘
| » Server: Matrikon.OPC.Simulation. 1

Verified: Secure MatrikonOPC Server.

- N

OPC Security Licen=ing

\ = -
F j
Explanation: This MatrikonOPC server o
OPC Server data protection when configured correctly
Protect non-MatrikonOPC Servers with the

MatrikonOPC Security Gateway.

Server Info

'Server: Matrikon.OPC.Simulation. 1

‘Connected: Yes

State: Running

Groups: 0

Total Items: 0

urrent Local Time: 03/06/2012 10:45:26.855
Update Local Time: 03/06/2012 10:45:14.778

A
Al

Group Info

MatrikonOPC Tunr]
Don't let DCOM stand bet]
you and your data.

R

@ MatrikonOPC

—
| 22, MatrikonOPC Explorer (Group0)

File Edit View Browse

¥R X @ i =
Tag Entry I
[TaGs

Tags to be added:

wag

Item ID: IBudcet Brigade.Real4

IEmpty/DefauIt - I

Data Type:

|V Create Active

=

Bucket
Brigade.Real4

Access Path: I

3
- %

Filter: l

|v Write Access |V Read Access

Data Type Filter: IEmpty/Default - I
|~ Branches
Available Items in Server ‘Matrikon.OPC.Simulation. 1':

I Items

EI (1 simulation Items
H i-£Z3 Bucket Brigade
-1 Random
(Z1 Read Error
-] saw-toothed Waves
(L1 Square Waves
(L Triangle Waves
E} -(Z write Error
&1-(C3 Write Only
=17 Confimured Aliases

[»

Available Tags

me Intl
e Int2
5 Int4
T85> Money
meReald
mReald

B e

21.3

OPC DA in LabVIEW

You can use LabVIEW as an OPC client by connecting to an OPC server through a DataSocket
connection. Figure 21-4 shows the DataSocket palette in LabVIEW.
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You can use LabVIEW as an OPC client by connecting to an OPC server through a
DataSocket connection.

Select URL X
. = 4 Min datamaskin ~ OK.
The DataSocket palette in LabVIEW: = 4
Write Data to OPC e
DataSocket [3] = >
Browse host:| | [ Rehesh

Read Data from OPC B PC
| Browse O
Select Servers and OPC

DataSocket R... DataSocket ... DataSocketS...
ltems

S 5

Open Connection
to OPC Server

Close Connection
to OPC Server

DataSocket O... DataSocket C...

Figure 21-4: OPC DA in LabVIEW using DataSocket

In the examples below we have used the MatrikonOPC Simulation Server, but any OPC Server
could have been used.

21.3.1 Write to OPC Server using LabVIEW

In Figure 21-5 we see an example of how to write to an OPC DA Server.

ataSocket Select URL.vi| S T ——
Select - Eos] BSod
i |
[DBLE
\Wait (ms)
o 1000

Figure 21-5: OPC DA Write in LabVIEW

Or you may specify the URL directly (Figure 21-6):
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DataSocket Open DataSocket Write

opc://localhost/
Matrikon.OPC.Simulation.1/
Bucket Brigade.Reald

DataSocket Close

Numeric Control
DBL ¥

Wait (ms)

1000
m @

Figure 21-6: OPC DA Write in LabVIEW, Example 2

21.3.2 Read from OPC Server using LabVIEW

In Figure 21-7 we see an example of how to read from an OPC DA Server.

DataSocket Select URL.vi ataSocket Open
PDBL ]
00

DataSocket Close

Wait (ms)]

Figure 21-7: OPC DA Read in LabVIEW

Or you may specify the URL directly (Figure 21-8):

DataSocket Open

opc://localhost/
Matrikon.OPC.Simulation.1/
Bucket Brigade.Reald

DataSocket Close

Numeric Control
PDBL

'Wait (ms)

1000

@

Figure 21-8: OPC DA Read in LabVIEW, Example 2

21.4 OPC DA in Visual Studio/C#
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An easy way to make OPC work with Visual Studio is to install and use an add-on called
“Measurement Studio”. Measurement Studio is developed by National Instruments.

Measurement Studio is an add-on to Visual Studio. Measurement Studio is used for development
of measurement, control and monitoring applications using .NET and Visual Studio.

Measurement Studio has a library (DataSocket library) that makes it possible to communicate with
OPC servers.

Read from OPC Server using Visual Studio:

In order to communicate with an OPC Server we can use the DataSocket API that is part of the
Measurement Studio. We use the Matrikon OPC Simulation Server.

21.4.1 Read OPC Data

Below we will go through a very simple example. We will read one value from the OPC Server each
time we click a button.

Visual Studio Project:

©0 OPC Read - Microsoft Visual Studio =N EcR(=<=

File Edit View Project Build Debug Team Data Format Tools Architecture Test Analyze Measurement Studio Window Help
Palr -G & B9 - -5 b joebug || || R G B - .

PR 2 [T b | B e R B | S 208 et |HE W2,
& Toolbox MRl Forml.cs [Design] X [inied ~  Solution Explorer v I x
g All Windows Forms - =) ‘ S (2] ‘ =& 5°l
pa [E2lCommoniContioE ol Read from OPC Server == - Solution 'OPC Read" (1 project)
5 X Pointer 4 ([ OPCRead
a Button n =d| Properties
CheckBox b Data: (3l References
8%  CheckedListBox 4 [E] Forml.cs
2 ComboBox ‘%] Forml.Designer.cs
— N 9] Forml.resx
; DateTimePicker g
5 #] Program.cs
A Label
A LinkLabel
=3 ListBox
237 ListView
®.] MaskedTextBox 23] Solution Explorer [ RSN s
fE  MonthCalendar Properties = e
] Notifylcon Form1 System.Windows.Forms.Form -
[(J  NumericUpDown == A =
@ PictureBox —HIE 4=
@ ProgressBar Showlcon True o
N ShowlInTaskbar True
SZ RadioButton Size 300; 145
A RichTextBox SizeGripStyle Auto
bl TextBox StartPosition WindowsDefaultLocatir
R, ToolTip Tag
o TreeView Text Read from OPC Serve| |
[E@ WebBrowser TopMost False >
4 Containers Text
R Pointer The text associated with the control.
&= FlowLayoutPanel =

Ready

Figure 21-9: OPC Read Example in Visual Studio
Code:

We define a DataSocket object:

DataSocket dataSocket = new DataSocket () ;
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Next, We Connect to the OPC Server:

string opcUrl;

opcUrl = "opc://localhost/MATRIKON.OPC.Simulation/Bucket Brigade.Reald";

if (dataSocket.IsConnected)
dataSocket.Disconnect () ;

dataSocket.Connect (opcUrl, AccessMode.Read) ;

Finally, we Read OPC Data:

private void btnReadOpc Click(object sender, EventArgs e)

{
dataSocket.Update() ;

txtReadOpcValue.Text = dataSocket.Data.Value.ToString() ;

We test the Application using the Matrikon OPC Explorer:

p
% MatrikonOPC Explorer - [Untitled*] /

File Server Group Item View Help

LETDRD SN G FD S D

Group0 |Contents of 'Group0*

=] d Localhost "\\HANSHA-PC' Item ID I Access Path I Value I Quality

.42 Group0

- O National Instruments.NIOPCServers
O National Instruments. OPCFieldPoint
ORC National Instruments. Variable Engine. 1

- . {
@ Network Neighborhood 4 Read from OPC Server =] B s

Q Other Network Computers

n

=4 Matrikon.OPC.Simulation. 1 @5 Bucket Brigade.Real4 6 Good, non-specific

Server Info [ Group Info

Group: Group0

rver: Matrikon.OPC.Simulation. 1

SelectUrl:

OPC Problems]
-~ Connected (Async I/0): Yes (2.0)
onnected: Yes - W S ity
tate: Running gasha Active: Yes
roups: 1 - - 8 OPC-4A ;tem: 1
otal Items: 1 v’ Current Update Rate: 1000 ms
urrent Local Time: 03/09/2012 2:23:58.984 Click For Detalls | Percent Deadband: 0.00%

Update Local Time: 03/09/2012 2:18:25.3611 Data Change Rate: 0.00 Items/Sec

We can use the SelectUrl method if we want to pick the OPC item from a list of available servers

(both local servers and network servers) and items.

dataSocket.SelectUrl () ;

The SelectUrl method will pop up the following window:
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e N
28
E-y8& Computer - oK
-5, Matrikon.OPC.Simulation E | e~
=-E] Matrikon.OPC.Simulation.1 H
87 #MonitorACLFile
339' @Clients
D Configured Aliases
=20 Simulation Items
=1 Bucket Brigade
', o NED A1 3
< | m | »
Browse host: | Refresh |
URL: Iopc://localhost/Matrikon.0PC.SimuIation.1/Bucket Brigade.Int4
\_ A

21.4.2

Write OPC Data

We use the same DataSocket API here.

Visual Studio Project:

Below we will go through a very simple example. We will write one value to the OPC Server each

time we click a button.

©0 OPC Write - Microsoft Visual Studio

iG-Sl 8 3|

Toolbox
> All Windows Forms
4 Common Controls

Pointer

=
o
g
g
g
<
a
i

Button
CheckBox
CheckedListBox
ComboBox
DateTimePicker
Label

LinkLabel
ListBox

HrradUdESE@»

ListView
MaskedTextBox
MonthCalendar
Notifylcon
NumericUpDown
PictureBox
ProgressBar
RadioButton
RichTextBox
TextBox
ToolTip
TreeView

| A © [ B B3 Il G (] R

@
=4

WebBrowser

2]

o &l

4 Containers

Ready

File Edit View Project Build Debug Team Data Format Tools Architecture Test Analyze

Measurement Studio Window Help

9 - - G- b [pebug -

- G 5 Bl B - -

= ol R I T s 2 00 = [ e o B - g o R ==

MRl Forml.cs [Design] X JRIGpEa]

3 Write to OPC Server

o)==

Data:

~ Solution Explorer
@aEEEa
.; Solution 'OPC Write' (1 project)
4 (5 OPC Write
[=4| Properties
> [« References
4 [E] Forml.cs
‘%) Forml.Designer.cs
%) Forml.resx
] Program.cs

‘?3 Solution Explorer || j MEELNSTIRIS

The text associated with the control.

Properties v ax
Form1 System.Windows.Forms.Form -
BT s
Showlcon True o
ShowInTaskbar True
b Size 281;140
SizeGripStyle Auto
StartPosition WindowsDefaultLocati
Tag :\l
Text Write to OPC Server _
Text

Figure 21-10: Write OPC Example in Visual studio
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Code:

We define a DataSocket object:

DataSocket dataSocket = new DataSocket () ;

Next, We Connect to the OPC Server:

string opcUrl;
opcUrl = "opc://localhost/MATRIKON.OPC.Simulation/Bucket Brigade.Reald";

if (dataSocket.IsConnected)
dataSocket.Disconnect () ;

dataSocket.Connect (opcUrl, AccessMode.Write) ;

Finally, we Write OPC Data:

private void btnWriteOpc Click(object sender, EventArgs e)

{
double opcValue = 0;
opcValue = Convert.ToDouble (txtWriteOpcValue.Text) ;
dataSocket.Data.Value = opcValue;
dataSocket.Update() ;

}

We test the Application using the Matrikon OPC Explorer:

r T
& MatrikonOPC Explorer - [Untitled*] (== = |
File Server Group Item View Help I
CR S G S B
Group0 Contents of 'Group0*

-7 Localhost \HANSHA-PC Item ID Access Path [ value [ Quality
=i @ Matrikon.OPC.Simulation. 1 @5 Bucket Brigade.Real4 6 Good, non-specific
4N Group0

O National Instruments.NIOPCServers
O/ National Instruments.OPCFieldPoint
] O National Instruments. Variable Engine. 1
-4 Network Neighborhood
Q Other Network Computers

,
o5l Write to OPC Server SRR X

< | 1 J
i Server Info

1
‘Server: Matrikon.OPC.Simulation. 1 Did you know?

‘ Explorer Tip #3

Group Info
Group: Group0

7")11)1 0101018 Connected (Async I/0): Yes (2.0)

:Connected: Yes |

State: Running OPC Explorer measures your Active: Yes

Groups: 1 current DA throughout. Items: 1

‘Total Items: 1 Current Update Rate: 1000 ms

L ctick For betaits ]

@ MatrikonOPC

Percent Deadband: 0.00%

‘Current Local Time: 03/09/2012 2:18:47.060
Data Change Rate: 0.00 Items/Sec

IUpdate Local Time: 03/09/2012 2:18:25.3611
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21.4.3 Using a Timer

We can use a timer in order to read values “continuously”, i.e. at specific intervals.

In the “Components” toolbox we find the “Timer” Control:

(=l Components
R Pointer
E_?I DirectoryEntry
1  DirectorySearcher
) ErrorProvider
i8] Eventlog
6‘5] FileSystemWatcher
HelpProvider
@) Imagelist
¥ MessageQueus
4 PerformanceCounter
_2 Process
#  SerialPort
Y& ServiceController
Y Timer < C——

In the Properties window we can specify the Interval (“Sampling Time”) in milliseconds.

Properties

(Name)
Enabled

Interval
Modifiers
Tag

GenerateMember

vl}lX

timer1 System.Windows.Forms, Timer -
BN =
(ApplicationSettings)

timer1l
False
True
100
Private

We can start the timer with the following code:

public Forml ()
{

InitializeComponent () ;

timerl.Start() ;

In the Timer Event we create the code in order to read data at this specific interval.

private void timerl Tick(object sender, EventArgs e)
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21.5 OPCDA in MATLAB

For more information about the MATLAB OPC Toolbox: http://se.mathworks.com/products/opc

Acquire Data from an OPC DA Server (with Examples):
http://se.mathworks.com/help/opc/examples/acquire-data-from-an-opc-data-access-

server.html?prodcode=0T&language=en

21.6 OPC UA

OPC UA (Unified Architecture) is the “next generation” OPC. OPC UA solves problems with
standard/classic OPC (Figure 21-11).

COM/DCOM ! XML, HTTP, SOAP
[ OPC Classic ]" Next Generation OPC>{ OPC UA
|
I Crodss-platform All specifications
Windows, Linux, Mac, H
Embedded, VaWorks collected in one (DA,
l “« . |r;IDA’uA&E ”
I Protocols: “UA Binary” or “UA XML
[ OPC DA Server ]<}:> l Simpler!!
[ OPC HDA Server ]<;:> O(II))CCSII\:;“ I [ OPC UA Server ] V=N [ OPC UA Client ]
[ OPC A&E Server ]<2::> |

Figure 21-11: OPC DA vs. OPC UA
OPC DA limitations and challenges:
*  Works only on Windows
* Cumbersome to use OPC in a network due to COM/DCOM

OPC UA has the following advantages:
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* OPC UA eliminating the need to use a Microsoft Windows based platform of earlier OPC
versions.
* OPC UA combines the functionality of the existing OPC interfaces with new technologies
such as XML and Web Services (HTTP, SOAP)
* Cross-platform
* No dedicated OPC Server is no longer necessary because the server can run on an
embedded system
Security:

OPC UA supports two protocols.

“UA Binary” protocol opc.tcp://Server

This uses a simple binary protocol

“UA XML” protocol http://Server

This used open standards like XML, SOAP (-> Web Service)

This is visible to application programmers only via changes to the URL. Otherwise OPC UA works

completely transparent to the API.

To open DCOM (which OPC DA uses) through firewalls demanded a large hole in the firewall,

which is impossible to route over the Internet!

OPC UA requires no hole in firewall (UA XML), with OPC UA Binary just a simple “needle stick” is
necessary (Figure 21-12).
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T, oy

[ OPC Classic Server k i - Eﬁz[ OPC Classic Client
//? \‘ g g
%/~ GWQ/N

To open DCOM through firewalls demanded a large hole in the firewall!
Impossible to route over Internet!

B
| OPCUA Server | @ & | OPCUAClient |

Network/
Internet

e ~*
,‘5«
’%/\1

No hole in firewall (UA XML) or just a simple needlestick (UA Binary) is necessary
Easy to route over Internet!

.
ﬁ\ e

Figure 21-12: OPC UA and Firewall

OPC UA Server:

With OPC DA, the server can only run on a Windows computer, while OPC UA can run on different
systems, such as embedded systems, Linux and Windows (Figure 21-13).

Classic OPC (DCOM) | OPC UA

The server (or clients) can
p— be an embedded system,
LINUX, Windows, etc. OPC UA Client

OPC UA Client

1= —

e ———

|, S

OPC Server

OPC Client

Figure 21-13: An OPC UA Server can run on Embedded Linux Systems

21.6.1 OPCUA in LabVIEW

Figure 21-14 shows the OPC UA palette in LabVIEW.
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OPC UA in LabVIEW

http://zone.ni.com/reference/en-XX/help/371618J-01/TOC9

OPC UA [=]

| e ' Q Search I R, Customize™ .

OPC UA Client OPC UA Server

Data Communication

4 I ClSear:h l %Customize' .

o &

Shared Varia... Network

X

Local Variable Global Varia...

»

DataSocket

Stre...

Queue Oper... Synchronizat...

EPICS )| % »
Iii Modbus
‘ EPICS Modbus

j

v 3

0

]

Protocols

[
Yab.c

.. Node Name ...

OPC UA Client

¥

| 4 | Q, Search ' <, Customize~ '
=TI =opq| =L =opc|
E3 @ —x=
Connect.vi Browse, Create Subsc... Delete Subsc... Disconnect.vi
+ =79 = =Y
Add Monitor... Ge#Node Att. Read.vi Write.vi Delete Monit...

OPC UA Server

‘ @ | Q Search I <, Customize™ l
5 opc] 5 oPc] LS opc] M opc|
& CF ~8
Create.vi Add Trusted ... Register Serv. Start.vi
5 opc] Hopc| Hopq] 5 opc|
= =
Clear All Tru... Add Folder.vi Add Item.vi Add Propert...

Stop.vi

Hopc|
s

Read.vi

(S opq Hopq
%

DSC — Datalogging and Supervisory Control

Note! You need to install
the “LabVIEW DSC Module”
or the “LabVIEW Real-Time

Module”

Figure 21-14: The OPC UA palette in LabVIEW

Note! In order to the OPC UA Vis in LabVIEW you need to install the “LabVIEW DSC Module” or the

“LabVIEW Real-Time Module”.

Using the LabVIEW OPC UA palette we can create both OPC UA Servers and OPC UA clients.

OPC UA Server

LabVIEW OPC UA Server Example (see Figure 21-15):

3 opPC UA Server.vi Block Diagram

File Edit View Project Operate Tools Window Help

©[1][@][25][wa]®] -+ [ 15t Application Font |~ | (%o~ ][4 [69~ |

= m] X

oPC U
Server

+| Search NE

Simple Error Handler.vi

[While Loop
erver Endpoint URL| ltem Path
|
P
‘OPC Hop(]
A 8|
ltem m

TC-01 Thermocouple Values
e

Figure 21-15: OPC UA Server Example — Block Diagram

OPC UA Clients
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LabVIEW OPC UA Client Write Example (Figure 21-16):

£} 0PC UA Client-Write.vi Block Diagram = [m] X
File Edit View Project Operate Tools Window Help E
Boln S [iswpcnnton o[- [+ CET—
A
While Loop
[Temperature Value|  [item Path)
b
Server Endpoint URL] IE
Connectvi Write.vi Disconnect.vi| Simple Error Handler.vi]
fabe | ; opq J0PC TI0PC
2 > Oy | == |
Security Policy Double ¥
message mode
[ None vI _
securi Wait (ms) Stop Button
o Basic256 ¥ ﬁ @
|
v
< >

Figure 21-16: OPC UA Client — Write to OPC UA Server

LabVIEW OPC UA Client Read Example (Figure 21-17):

2 0PC UA Client-Read.vi Block Diagram = [m] X
File Edit View Project Operate Tools Window Help @
(] ][] 2] ol [15peApptcatonon |- B~ e~ 19~ [l s N =
~
[While Loop]
ltem Path
Jabe |
Server Endpoint URL] e
Connect.vi Read.vi Disconnect.vi] Simple Error Handler.vi|
[abe | 50p(] op e Qopcl
= EA | = =x=
Security Policy Double ¥
ge mode
[ None v| :
securi [Wait (ms) Stop Button
o Basic256 7] E,
]
v
< >

Figure 21-17: OPC UA Client — Read from OPC UA Server

For test purpose we start by running all these 3 programs at the same time on the same computer.
If everything works as expected, we can then try to install them on 3 different computersin a
network.

21.6.2 OPCUA in MATLAB

Until MATLAB R2015a only OPC DA was supported. From MATLAB R2015b also OPC UA is
supported.
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Web: https://www.halvorsen.blog/documents/technology/scada/

22.1 Introduction

SCADA (Supervisory Control And Data Acquisition) is a type of Industrial Control System (ICS).

Industrial Control Systems (ICS) are computer controlled systems that monitor and control
industrial processes that exist in the physical world.

We typically can divide Industrial Control Systems into 3 categories:

e PLCsystems
o DCS systems
o SCADA systems

Figure 20-1 shows an overview of the different types.

Figure 22-1: Industrial Control Systems (ICS)

Industrial Control Systems, like PLC (Programmable Logic Controller), DCS (Distributed Control
System) and SCADA (Supervisory Control And Data Acquisition) share many of the same features.

The SCADA system typically contains different modules, such as:
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1. OPC Server

2. A Database that stores all the necessary data
3. Control System

4. Datalogging System

5. Alarm System

They are typically implemented as separate applications because they should be able to run on
different computers in a network (distributed). See Figure 22-2.

Process | Control G e
Plant System
Datalogging Network (LAN)
System -
(Data Engine) sQL
Database
Alarm —
System

Figure 22-2: SCADA System Overview

For more details, see:

https://www.halvorsen.blog/documents/technology/scada/
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23 HIL Simulation

Web: https://www.halvorsen.blog/documents/technology/hil/

23.1 Whatis HIL Simulation?

What is Hardware-in-the-Loop (HIL) Simulation or What is Hardware-in-the-Loop (HIL) Test?

The Hardware-in-the-Loop process has existed for no more than 15 to 20 years. Its roots are found
in the Aviation industry. The reason the use of a HIL process is becoming more prevalent in all
industries is driven by two major factors: time to market and complexity.

Hardware-in-the-loop (HIL) simulation is a technique that is used in the development and test of
complex process systems. HIL simulation provides an effective platform by adding the complexity
of the plant under control to the test platform. The complexity of the plant under control is
included in test and development by adding a mathematical representation of all related dynamic
systems. These mathematical representations are referred to as the “plant simulation.”

Hardware-In-the-Loop is a form of real-time simulation. Hardware-In-the-Loop differs from real-
time simulation by the addition of a real component in the loop. This component may be an
“Electronic Control Unit” (ECU).

I/O Signals
Host PC

-

HIL System Electronic
Control Unit

(ECU)

Figure 23-1: HIL Simulation

Figure 23-1 shows that the plant is simulated and the ECU is real. The purpose of a Hardware-In-
the-Loop system is to provide all of the electrical stimuli needed to fully exercise the ECU. In this
way, you “fool” the ECU into thinking that it is indeed connected to a real plant.
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The HIL simulation includes a mathematical model of the process and a hardware device/ECU you
want to test, e.g. an industrial PID controller we will use in our example. The hardware device is
normally an embedded system.

23.2  Why use HIL simulation?

This question is an important part of understanding real-time technology. To restate the question
using a control systems term: Why not connect the embedded system under test to the “real
plant”, that is the dynamic system being controlled, to perform development and testing? In many
cases, the most effective way to develop an embedded system is to connect the embedded system
to the real plant, if such a plant exists. Increasingly however, HIL simulation is more efficient and
or required.

The main purpose with the HIL Simulation is to test the hardware device on a simulator before we
implement it on the real process.

The metric of development and test efficiency is typically a formula that includes the following

factors:
e Cost
e Duration
e Safety

You may want to test the different part of the system individually to make sure it works as planned
and HIL simulation is important in design and testing of the different systems.

It may be very useful, e.g., to test a controller function with a simulated process before the
controller is applied to the real (physical) process. If the mathematical model used in the simulator
is an accurate representation of the real process, you may even tune the controller parameters
(e.g. the PID parameters) using the simulator.

It is also very useful for training purposes, i.e., the process operator may learn how the system
works and operate by using the hardware-in-the-loop simulation.

Another benefit of Hardware-In-the-Loop is that testing can be done without damaging equipment
or endangering lives. For instance, potentially damaging conditions in an engine, such as over-
temperature, can be simulated to test if the ECU can detect and report it. Another instance would
be an anti-lock braking (ABS) simulation at performance extremes. If simulated, the performance
of the ABS system can be evaluated without risk to the vehicle or operator.

In Figure 23-2 we see a typical HIL test system:
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P i— GUI and Test
Host PC Automation software

Plant Model
Real-time =
simulation - m -
hardware (Sensors | [Actuatos| -
L | J o -
Signal adaptation Signal Loatl -
and fault simulation — Amplifiers | | Simulation
hardware e ;
[ Fault Matrix }4—

N
Diagnostic
Electronic Control Unit 3 Interface

Figure 23-2: HIL Test System

HIL should be an integrated part of the design and testing cycle. The Figure below represents the
design cycle of a typical system, e.g. a control system.

System
[ Definition Control [Svstem Tesﬂng]

Design

Rapid Hardware-in-the-
Prototyping Loop Testing

[ Targeting

Figure 23-3: Design Cycle

As the complexity of the hardware being controlled increases, so too does the complexity of the
embedded system that is designed to control the hardware. Hardware-in-the-Loop (HIL)
simulation is a technique that is used increasingly in the development and test of complex real-
time embedded systems.

The purpose of HIL simulation is to provide an effective platform for developing and testing real-
time embedded systems, often in close parallel with the development of the hardware. Software
development no longer needs to wait for a physical plant in order to write and test code.

HIL simulation provides an effective platform by adding the complexity of the plant under control
to the development and test platform. The complexity of the plant under control is included in test
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and development by adding a mathematical representation (model) of all related dynamic
systems. These mathematical representations are referred to as the “plant simulation.”

23.3 Challenges

When testing, we have lots of challenges:

e Costto test

e Cost of failure

e Availability

e System variation
e Repeatability

In these situations, is HIL simulation a powerful technique. With HIL Testing we will reduce cost
and risk.

With HIL Testing cost and risk will be reduced:

e Increased reliability and quality
e More efficient development
e Lower cost to innovate

23.4  Applications

23.4.1 Embedded Control Systems

HIL simulation is widely used in developing Embedded Control Systems, such as:

e Medical Devices
e Industrial machines

e Power Generation Systems . &

e White Goods

N, 7 -
* Aerospace Medical Industrial Power Generation
e Automotive Devices Machines Systems

e Process Control

White Goods Aerospace Automotive
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23.5 Procedure

The main steps in HIL Simulation are as follows:

1. Develop a mathematical model. Create a mathematical model of the real environment
where the hardware device is meant to be used.

2. HIL Simulation (Software + Hardware). Test your device on a simulated process
(mathematical model).

3. Implement your hardware on the Real Process (Hardware only). If everything is OK, you
may want to implement your hardware device in the real environment where it meant to
be used.

These tasks follow the main idea with a HIL simulation. First step is to simulate your system in
software. Next is to test your hardware on the simulated process. Finally, you implement your
hardware on the real system.

23.6  Practical Example

23.6.1 Introduction

It may be very useful to test a controller function with a simulated process before the controller is
applied to the real (physical) process. If the mathematical model used in the simulator is an
accurate representation of the real process, you may even tune the controller parameters (e.g. the
PID parameters) using the simulator.

If the controller to be tested is implemented in the controller hardware, often denoted the
electronic control unit (ECU), and the simulator has to run in real time, i.e. the simulation time
develops as real time. This real-time simulation is obtained by setting the simulation algorithm
cycle time equal to the simulation time step.

Typically, the simulator communicates with the ECU via ordinary I/O (current, voltage, digital).

Such a system - where the real controller is controlling a simulated process - is denoted Hardware-
in-the-loop (HIL) simulation. HIL-simulation is used in many industries, e.g. automotive industry for
testing clutch automation systems and in marine and aircraft industry to test autopilots of vessels.

The Figure below illustrates the principle of testing a control system by replacing the physical
system (or process) to be controlled by a simulated system. The controller is assumed to be a PID
controller, but the figure applies to any controller function.
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Simulated Simulated

process measurement
Control disturbance noise ¢ lated
PID signal Control process
controller (analog, signal measurement
(s . f digital) T digital
(incl. setpoint |V or mA) AD- (dig Simulated (digital)
> ) ! E— >
and including converter process
measurement Implemented in ¢.g.
filter) T LabVIEW or
ECU 1O device Simulink on a PC
(Electronic
Control Unit) l
Measurement signal
(analog, V or mA) DA-
converter

23.6.2 Simulated Process

In this example, a mathematical model of the following small-scale process is used (“Air Heater”):

Figure 23-4: Air Heater System

The mathematical model is:
, 1
Tout = 9_{_Tout + [Khu(t - Hd) + Tenv]}
t

Where:

e u[V] isthe control signal to the heater.
e 0, [s] istime-constant.
e K, [deg C /V] isthe heater gain.
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o 0O, [s] isthe time-delay representing air transportation and sluggishness in the heater.

e T,,, istheenvironmental (room)temperature. It is the temperature in the outlet air of
the air tube when the control signal to the heater has been set to zero for relatively long
time (some minutes).

23.6.3 Hardware

The main purpose with the HIL Simulation is to test the hardware device on a simulator before we
implement it on the real process.

In this we use an ordinary industrial PID controller, such as Fuji PGX5.

vnp
,x
4

ORISR

Figure 23-5: Fuji PXG5 PID Controller

We will test the Fuji PGX5 PID controller on a model, and if everything is OK we will implement the
controller on the real system.

We will use LabVIEW in order to implement the HIL Simulation. LabVIEW is a graphical
programming language from Nation Instruments, and it is well suited for such implementation.

23.6.4 The Procedure

The procedure is as follows:

4. PID Control and Simulation in LabVIEW (Software only). Simulate the model and
implement the built-in PID controller in LabVIEW. No hardware involved.

5. Configure the Fuji PGX5 PID controller (Hardware only). Configure and be familiar with the
industrial Fuji PGX5 PID controller.
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6. HIL Simulation in LabVIEW (Software + Hardware). Test your industrial Fuji PGX5 PID
controller on your simulated process.

7. PID Tuning (Software + Hardware). Find proper PID parameters, etc. for the controller
based on the model.

8. Implement your hardware, i.e., the Fuji PGX5 PID controller on the Real Process
(Hardware only). Now that you have tested your Fuji PGX5 PID controller on the simulated
process, it’s time to implement it on the real process. Fine-tune PID parameters if
necessary.

These tasks follow the main idea with a HIL simulation. First step is to simulate your system in

software. Next is to test your hardware on the simulated process. Finally you implement your
hardware on the real system.

Below we see the difference between a traditional process system using a software program for
implementing the control system and a HIL simulation.

Traditional process system using a software program for implementing the control system:

Software Hardware

In this case you need to scale the voltage signal you get from the process and the DAQ to a
temperature value (1 — 5V — 20 — 50°C).

HIL Simulation:

/ Hardware

Software

v Al

AO

In this case you need to scale the temperature value you get from the simulated process before
you send the value to the Fuji PGX5 PID controller (20 — 50°C - 1 —5V).
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23.6.5 HIL Simulation in LabVIEW

Below we see an excerpt of the program created in LabVIEW:

ge#  |uwaveform Chart u
s

oE  (Waveform Chart
-

Model - Air Heater.vi
n '

In the example we have used a “Simulation Loop” in LabVIEW, but an ordinary While Loop may
also be used. The model is implemented in a Simulation Subsystem.

PXG5 PID.vi:
Inside the SubVI “PXG5 PID.vi” is the 1/0 from and to the PXGS5 PID controller implemented using
an ordinary DAQ device (NI USB-6008 USB DAQ device), i.e., the simulated process value needs to

be sent to the controller and the manipulated value from the controller need to be sent to the
simulated process. Scaling is also implemented in this SubVI.

Below we see the “PXG5 PID.vi":

B PXG5 PID Controller - Air Heater. vi Block Diagram

File Edit View Project Operate Tools Window Help

PRGS
o l@l \@1@ ||oql|?|ull‘ I 13pt Application Font v ” ;pv”'.ﬁ:v| |C§"| I: q “2' FID
~
i s Controller Yalue (4]
. W
LI @ NI-USB NI-USB] {2DBL )
6005 6005 | [oqosw] 0
Scaling:
e Cortter Vo -]
v
<

Mathematical Model:

In the Model — Air Heater.vi simulation subsystem is the mathematical model implemented as
shown below:
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B Model - Air Heater.vi Block Diagram

File Edit View Project Operate Tools Window Help

BE= Cn@ Ibulfc‘n’luir [ 13pt application Font |~ |3+ [Ga~] |°§"|L oY l ﬁ'
~
:Iower limit:
TS 20/
:T el |upper lirnit
[oord———— _Exa—_ﬂl ]
026 mo | o=
v
. >

Results:

The simulation results become:

P HIL Simulation Example.vi

Measurement | Controller

PY Yavd

28,55

I B
00 20 40 60 80

TGRS ——
10,0 12,0 14,0 16,0 180 20,0 22,0 24,0 26,0 280 30,
t[s]

The Set Point (SP) is set on the PXG5 PID controller (in this case 30°C at time t = 2s). The

simulation is based on PID parameters set on the PXG5 PID controller using the built-in Auto-
tuning functionality that the PXG5 PID controller has.
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Part 4 : Internet of Things

In this part, we will give an overview of Internet of Things, Home Automation and devices such as
Arduino and Raspberry Pi.
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24 Internet of Things (loT)

Web: https://www.halvorsen.blog/documents/technology/iot/

The Internet of Things (loT) is the network of physical objects or "things" embedded with
electronics, software, sensors, and network connectivity, which enables these objects to collect
and exchange data. The Internet of Things allows objects to be sensed and controlled remotely
across existing network infrastructure, creating opportunities for more direct integration between
the physical world and computer-based systems, and resulting in improved efficiency, accuracy
and economic benefit. https://en.wikipedia.org/wiki/Internet of Things

It is expected that all kinds of things will be connected to the Internet (Figure 24-1), e.g., lights,
heating system, even the fridge.

Figure 24-1: Internet of Things (loT)
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In Figure 24-2 we see a chart of how many devices that is already connected to Internet and how
many devices possibly connected in the future.

- THE INTERNET OF THINGS

AN EXPLOSION OF CONNECTED POSSIBILITY

Q2.1 BILLION
g pnuon Q& -y

BILLIONS OF DEVICES

@ Uonoo  05BLUON (@)

Figure 24-2: 1oT — Number of Devices connected to Internet
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The devices we will focus on in this document are Arduino and Raspberry Pi (Figure 24-3). These
devices are small computers or microcontrollers. These devices will be explained in more detail
later.

Internet of Things (IoT)

Raspberry Pi
Small-Scale Computer

A 900MHz quad-core ARM OJ‘@
Cortex-A7 CPU, 1GBRANI 5

%
ARDUINO
' %q, Microcontroller board (ATmega328)
at for connecting Sensors & Actuators

== Windows 10 Windows 10 IoT Core

Figure 24-3: Internet of Things Devices

24.1 Data Logging

An important part of 10T is to log data from all these devices.

24.1.1 Web-based Logging Services

Examples:

e Temboo by LogMeln
o Xively

e ThingSpeak

e FEtc.

See Figure 24-4.
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Sensor Data stored in
Arduino Ethernet /Wi-Fi Shield the Cloud D

Data Storage and Service

Y

Sensors

Presentation of Data
Lo
S

MS Excel or similar

Logging Sensor Data to the Cloud

Arduino

Figure 24-4: Web-based Logging Service Example
A lot of existing solutions do exist, here | will mention Temboo, Xively and ThingSpeak.
Temboo

www.temboo.com

Connect your Arduino & Arduino-compatible devices to a vast array of web-based resources and
services with the power of Temboo.

Xively by LogMeln

https://xively.com

https://en.wikipedia.org/wiki/Xively

Xively by LogMeln offers an Internet of Things (IoT) platform as a service, business services, and
partners that enable businesses to quickly connect products and operations to the Internet.

ThingSpeak:

ThingSpeak is a 10T Cloud Service that lets you collect and store sensor data in the cloud and
develop Internet of Things applications.

It works with Arduino, Raspberry Pi and MATLAB, etc.

https://thingspeak.com
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25 Home Automation

Home automation (also known as Smart House, Smart Home, etc.) solutions has greatly increased
in popularity over the past several years. Home Automation may include centralized control of
lighting, heating, ventilation and air conditioning, appliances, security locks of gates and doors and
other systems, to provide improved convenience, comfort, energy efficiency and security.

https://www.halvorsen.blog/documents/projects/projects/smart buildings.php

Figure 23-1 shows some examples.

Home Automation Examples

Security and Surveillance

Light Control

Temperature Control

Day/Night Control

Temperature Measurements Access Control

Indoor and Outdoor (Measurements and Predictions)

Figure 25-1: Home Automation Examples

In Figure 25-2 we see a typical house with Home Automation.
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(((imuter with

Wi-Fi
Shield

Sensors

Temperature Control 4 S
" Sending Sensor Data to ‘A\

Rasperry Pi (via Router) L)
WiFi
Shield

-

] - Sensors
Remote Control &

Light Control Sensors Monitoring (PC/Tablet)

Figure 25-2: A Typical House with Home Automation

In this example, we are using Arduino and Raspberry Pi as monitoring and control devices, see
Figure 25-3.

Home Automation Devices

Arduino Raspberry Pi

Analog + Digital Inputs

Digital Inputs only ./

%

Small-scale Computer
with Possible Database &

Actuators Sensors Web Server

I/0 Module for
Connecting Sensors &

Figure 25-3: Home Automation with Arduino and Raspberry Pi
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25.1 Home Automation Platform

In this subchapter, we will give an overview of a Home Automation platform.

Figure 25-4 shows an overview of the platform.

Home Automation
with Ardumo’& Raspberry Pi

Cloud VDgtaEerver

)))Ro uter

WiFi : .
‘Shield with Wi-F

* ®
Sensors )

Temperature Control
Sending Sensor Data to

Rasperry Pi (via Router)

N
S )
WiFi

WiFi
shield@})

Light Control

‘ .

Sensors

Remote Control &
Monitoring (PC/Tablet)

.\\\ shield

Sensors

Remote Control &

Monitoring from Internet
(PC/Tablet)

Figure 25-4: Home Automation Platform
The platform consists of 2 main parts:

e Data Management
e Data Monitoring

These parts will be explained below.
Management:

Here we can configure Devices and Tags (Figure 25-5, Figure 25-6)
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Datalogging, Management and Monitoring

Datalogging, Management and

Monitoring

Hans-Petter Halvorsen

Management and Configuration
Devices are typicallly sensor nodes that include one or more measurements, so-called tags.
Gell Device Management

W Tag Management - Create Tags and link them to a spesific Device.

Monitoring
|[#” Chart
Q, Search Data

Figure 25-5: DMM Platform - Management

Tag Management

Tag Management

Hans-Petter Halvorsen

L Main W New Tag

Tags

Devices are typicallly sensor nodes that include one or more measurements, so-called tags. A Device can be based on
hardware like Arduino, Raspberry Pi, and different DAQ devices/I/O modules.

Select Device:

List of Tags registered in the database:

Tagld Tag Name Tag Alias Action

8 Air Quality1 Air Quality Indoor [(Eait ]| ceee | (EREEED
9 Humidity1 Humidity Indoor - - -
1 Temperature1 Temperature Indoor - - -

(“Newras ]
Figure 25-6: DMM Management — Tag Configuration
Monitoring:

Here (Figure 25-7) we can see the logged data with charting possibilities, etc.
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Data Monitoring

Data Monitoring

Hans-Petter Halvorsen

Data
27 ——— Temperature
26
25
24
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Figure 25-7: DMM Platform - Monitoring

With the DMM platform you can manage and monitor loT data for one or many houses.

‘W.F. ‘ Cloud Data Server
Shield w 4

Sensors ) (((
Temperature Control

- § Sending/Receiving
WiFi Data to Internet
Shield .’ (via Router)

ghtConwrol Collecting Data for all
Connected Homes
‘WIFI
Shield
Sensors ) (((
Temperature Control
Wi SN omstamermet
Shield .’» (via Router) .
Light Control Sensors b

Figure 25-8: DMM Overview

For more information, refer to the following web site:
https://www.halvorsen.blog/documents/projects/projects/dmm.php
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Web: https://www.halvorsen.blog/documents/technology/iot/arduino.php

Arduino (Figure 26-1) is an open-source prototyping platform based on easy-to-use hardware and
software. Arduino boards are able to read inputs - light on a sensor, a finger on a button, and turn
it into an output - activating a motor, turning on an LED, etc. You can tell your board what to do by
sending a set of instructions to the microcontroller on the board. To do so you use the Arduino
programming language, and the Arduino Integrated Software Environment (IDE).

www.arduino.cc

https://en.wikipedia.org/wiki/Arduino

Figure 26-1: Arduino

Lots of different Arduino boards do exist, we will focus on the most popular board, namely
Arduino UNO.

For information about other boards, please see:

https://www.arduino.cc/en/Main/Products

26.1 Arduino UNO

188



189 26 Arduino

The Uno is a microcontroller board. It has 14 digital input/output pins (of which 6 can be used as
PWM outputs) and 6 analog inputs. The operating voltage is 5V.

Arduino

Figure 26-2: Arduino UNO

For more information about Arduino UNO, see the following:

https://www.arduino.cc/en/Main/ArduinoBoardUno

26.2 Sensors and Actuators

Figure 26-3 shows some typical sensors and actuators we can use with Arduino.
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26 Arduino

Jumper Wire LED (5mm) + Piezo Element
Various Colors (Light Emitting Diode) Clle—=
x10 x10 %9
10K<2 Resistor /
/ y/
/ g
x25 / * ACTUAL SIZE
Potentiometer Diode Push Button
(1N4148) =
* ACTUAL SIZE x2

Figure 26-3: Typical Sensors and Actuators used with Arduino

Arduino Starter Kit:

Figure 26-4: The Arduino Starter Kit

Read more about the Arduino Starter Kit here:

http://arduino.cc/en/Main/ArduinoStarterKit

Starter Kit Videos:

https://www.youtube.com/playlist?feature=edit ok&Iist=PLT6rF 15kknPf2qlVFIvH47gHvqvzkknd

26.3 Software

Software Installation: http://arduino.cc/en/Main/Software
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26 Arduino

In Figure 26-5 we see the programming environment (IDE) for Arduino.

File Edit Sketch Tools Help

Blink &

This example code is in the public domain.

/ include the TinkerKit library
#include <TinkerKit.h>

TELed led(00): // creating the object 'led' that belongs

and giving the walue to the desired output pin

wvolid setup () {
//nothing here

H

void loop ()
{

led.on(): / set the LED on
delay (1000) wait for a second
led.of£(): et the LED £
delay (1000) ; /4 wait for a second

to the 'TKLed'

Blink | Arduino 1.0.5 = | B =)

clas:

mn

Arduino Uno on COMS

Figure 26-5: Arduino Programming Environment (Sketch)
The syntax is similar to C programming.

Example:

This example shows the simplest thing you can do with an Arduino to see physical output: it blinks

an LED (Figure 26-6).

/,

/Y

Figure 26-6: LED

Hardware Required

e Arduino Board, e.g., Arduino UNO
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e LED (any color)
e 220Q) resistor

The value of the resistor in series with the LED may be of a different value than 220Q; the LED will
lit up also with values up to 1k().

In Figure 26-7 wee see the wiring for how to connect a LED to the Arduino:

8 7
DIGITAL

£

X i
= kx Arduino

- www.arduino.cc
§ » POWER
& 5V Gnd Vin

Figure 26-7: Connecting a LED to the Arduino

Sketch Program:

void setup () {

// initialize digital pin 13 as an output.
pinMode (13, OUTPUT) ;

}

// the loop function runs over and over again forever
void loop () |

}

digitalWrite (13, HIGH) // turn the LED on (HIGH is the voltage level)

delay (1000) ; // wait for a second
digitalWrite (13, LOW); // turn the LED off by making the voltage LOW
delay (1000) ; // wait for a second

For more details, please see https://www.arduino.cc/en/Tutorial/Blink.

26.4 Code Examples
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Below we will see some examples of how the use Arduino to read temperature values from
different temperature sensors. The sensors used in the examples are very inexpensive and quite

easy to use.

26.4.1 TMP36 Temperature Sensor Example

In this example we will use a TMP36 temperature sensor, see Figure 26-8.

Figure 26-8: TMP36 Temperature Sensor
Technical Data (Figure 26-9):

Technical data
Temperature measurement range -40...+125 °C

Accuracy +2 °C (0...70 °C)
Power supply 2.3..55V
Package TO-92

Temperature sensitivity, voltage 10 mV/°C

Figure 26-9: TMP36 Technical Data

From the data sheet we also have the following plot (Figure 26-10):
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2.0 T
a. TMP35

18l b. TMP36
c. TMP37 /\
. Vg =3V g ~c
2 1.4 //</
g 1.2 // ~ b -
= -
=
-
o 1.0
=
= B ey ey - ~
o a
o - = =
0.2 y g
) 8
—50 —25 0 25 50 75 100 125

TEMPERATURE (°C)

Figure 6. Output Voltage vs. Temperature

Figure 26-10: TMP36 Voltage vs. Temperature

We have a linear relationship:
y=ax + b
From the plot, we have:
(x1, y1) = (750mV, 25°C)
(x2, y2) = (1000mV, 50°C)

We then use the following formula:
Y — Y1 :—x (¢ — x1)

You have to find a (slope) and b (intercept):
y-25°C = ((50°C-25°C)/(1000mV-750mV)) * (x-750mV)
This gives:
y[°C] = (1/10)*x[mv]-50

For more information about the sensor: https://www.sparkfun.com/products/10988

Wiring (Figure 26-11):
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Arduino + Sensors S

TMP36

* 8 " e e D

e e s s e e

'“Diecimila ce s s s e

* " " " e e e

-l * 9 " " e e DN
&
S

& *® " " """

* 9 " " e e DS

L I I A

* 8 " e e e e

www-arduino.cc e e s s oo e e

POWER anaLoc v @
5V6ndV D 12345

(=
L
v m
W >
e m

Temperature Sensor

Figure 26-11: Hooking up Arduino with Sensors using a Breadboard

Sketch:

TMP36 Temperature Sensor Example
// We'll use analog input 0 to read Temperature Data
const int temperaturePin = 0;
void setup()
{
Serial.begin (9600) ;
}
void loop ()
{
float voltage, degreesC, degreeskF;
voltage = getVoltage (temperaturePin) ;

// Now we'll convert the voltage to degrees Celsius.
// This formula comes from the temperature sensor datasheet:

degreesC = (voltage - 0.5) * 100.0;

// Send data from the Arduino to the serial monitor window

Serial.print ("voltage: ");
Serial.print (voltage) ;
Serial.print (" deg C: ");

Serial.println (degreesC) ;

delay (1000); // repeat once per second (change as you wish!)
}
float getVoltage (int pin)
{

return (analogRead(pin) * 0.004882814) ;

// This equation converts the 0 to 1023 value that analogRead ()
// returns, into a 0.0 to 5.0 value that is the true voltage
// being read at that pin.

Serial Monitor (Figure 26-12):
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e O O /dev/tty.usbmodem1421 IS

| ( Send )

voltage: @.72 deg C: 21.78 -

voltage: @.72 deg C: 21.78

voltage: @.72 deg C: 21.78

voltage: @.72 deg C: 21.78

voltage: @.72 deg C: 21.78

voltage: @.72 deg C: 21.78

voltage: @.71 deg C: 21.29

voltage: @.72 deg C: 21.78

voltage: @.73 deg C: 22.75

voltage: @.73 deg C: 23.24

voltage: @.74 deg C: 23.73

voltage: @.74 deg C: 24.22

voltage: @.75 deg C: 25.20

voltage: @.75 deg C: 25.29

voltage: @.75 deg C: 24.71 =
v

™ Autoscroll "No line ending m “9600 baud =

Figure 26-12: Serial Monitor output from the TMP36 Example

26.4.2 NTC Thermistor Example

In this example, we will use a NTC thermistor temperature sensor, see Figure 26-8.

Figure 26-13: NTC Thermistor

NTC Thermistor Technical Data (Figure 26-14):

Technical data

Resistance @ 25°C 10 kQ
Temperature range -40...+125 °C
Power max. 500 mW
Pitch 2.54 mm
Resistance tolerance +5 %
Ws5/100 Value 3977 K

B value tolerance +0.75 %

Thermal time constant 15 s

Figure 26-14: NTC Thermistor Technical Data

Wiring (Figure 26-15):
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srRnnnnnn,
-

NOE

~
~
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Figure 26-15: NTC Thermistor Wiring

The problem with resistance sensors is that the Arduino analog interfaces can’t directly detect
resistance changes.

This will require some extra electronic components. The easiest way to detect a change in
resistance is to convert that change to a voltage change. You do that using a voltage divider (see
wiring in Figure 26-15 and Figure 26-16).

Arduino

5V
Resistance-Based
Sensor

Voltage Divider Output

Analog Input
R1

GND

Figure 26-16: Voltage Divider

By keeping the power source output constant, as the resistance of the sensor changes, the voltage
divider circuit changes, and the output voltage changes. The size of resistor you need for the R1
resistor depends on the resistance range generated by the sensor and how sensitive you want the
output voltage to change.

Generally, a value between 1K and 10K ohms works just fine to create a meaningful output voltage
that you can detect in your Arduino analog input interface.

We have used the Steinhart-Hart Equation in order to find the temperature:
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1_ 4 + BIn(R) + C(In(R))?

>

Sketch:

// Read Temerature Values from NTC Thermistor
const int temperaturePin = 0;
void setup ()
{
Serial.begin (9600) ;
}
void loop ()
{
int temperature = getTemp () ;
Serial.print ("Temperature Value: ");
Serial.print (temperature) ;
Serial.println ("*C");
delay (1000) ;
}
double getTemp ()
{
// Inputs ADC Value from Thermistor and outputs Temperature in Celsius
int RawADC = analogRead (temperaturePin) ;
long Resistance;
double Temp;
// Assuming a 10k Thermistor. Calculation is actually: Resistance =
(1024/ADC)
Resistance=((10240000/RawADC) - 10000) ;
// Utilizes the Steinhart-Hart Thermistor Equation:
// Temperature in Kelvin = 1 / {A + B[In(R)] + C[1ln(R)]"3}
// where A = 0.001129148, B = 0.000234125 and C = 8.76741E-08
Temp = log(Resistance) ;
Temp = 1 / (0.001129148 + (0.000234125 * Temp) + (0.0000000876741 * Temp *
Temp * Temp)) ;
Temp = Temp - 273.15; // Convert Kelvin to Celsius
return Temp; // Return the Temperature

}

Serial Monitor (Figure 26-17):

e O O /dev/tty.usbmodem1421

| ( Send )
Temperature Value: 24*C
Temperature Value: 24%*C
Temperature Value: 24*C
Temperature Value: 24*C
Temperature Value: 24*C
Temperature Value: 25*C
Temperature Value: 26*C
Temperature Value: 27*C
Temperature Value: 27*C
Temperature Value: 28*C
Temperature Value: 27*C

ar 4)6

M Autoscroll "No line ending | % ) “9600 baud f

Figure 26-17: Serial Monitor output from the NTC Thermistor Example
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26.5 Arduino Shields

Shields (Figure 26-18) are boards that can be plugged on top of the Arduino in order to extend its
capabilities.

Some popular shields are Arduino Wi-Fi Shield, Arduino Ethernet shield and Arduino GSM Shield.

Figure 26-18: Arduino Shields

For more information about Arduino shields:

https://www.arduino.cc/en/Main/ArduinoShields

With the Arduino Wi-Fi Shield or Arduino Ethernet Shield you can connect an Arduino board to the
internet. It can serve as either a server accepting incoming connections or a client making
outgoing ones.
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Arduino Wi-Fi Shield

Arduino UNO
Micro SD

Arduino Ethernet Shield

Figure 26-19: Arduino Wi-Fi/Ethernet Shields
Arduino Ethernet Shield

http://arduino.cc/en/Reference/Ethernet

Arduino Wi-Fi Shield

http://arduino.cc/en/Reference/WiFi

Both the Arduino Ethernet Shield and the Arduino Wi-Fi Shield has an SD card reader. See the SD
Library: http://arduino.cc/en/Reference/SD

26.6 XBee

What is XBee? XBee are a popular wireless transceivers for a number of reasons.

They’re flexible — they send and receive data over a serial port, which means they’re compatible
with both computers and microcontrollers (like Arduino).

They are highly configurable — you can have meshed networks with dozens of XBees, or just a pair
swapping data.

You can use them to remotely control your robot, or arrange them all over your house to monitor
temperatures or lighting conditions in every room.
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Figure 26-20: XBee Wireless Communication

https://en.wikipedia.org/wiki/XBee

XBee is the brand name from Digi International for a family of form factor compatible radio
modules.

www.digi.com/xbee/

XBees are tiny blue chips that can communicate wirelessly with each other

These modules use the IEEE 802.15.4 networking protocol for fast point-to-multipoint or peer-to-
peer networking.

XBee uses the ZigBee standard and adds to it and wraps it up in their own neat little package.
http://www.zigbee.org/.

Most of the Xbee modules operate at 2.4GHz

See also: https://www.sparkfun.com/pages/xbee guide

26.7 XBee Hardware

You need 2 things:
1. XBee Modules, lots of different types exist
2. XBee Adapter Boards - Examples:
— XBee USB Adapter
— XBee SIP Adapter

— XBee 5V/3.3V Adapter
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26 Arduino
Arduino Wireless SD Shield (with XBee connector)

XBee Module

XBee Hardware

CLLLILLT)

XBee USB Adapter Board XBee SIP Adapter Board

XBee 5V/3.3V

Adapter Board

XBee Example

XBee 802.15.4 Module 1

XBee 802.15.4 Module 2

—

XBee SIP Adapter Board

Arduino

Breadboard

==
=1
Figure 26-21: XBee Communication Example
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26.8  Fritzing

An open source tool for making simple wiring diagram for your hardware wiring.

https://en.wikipedia.org/wiki/Fritzing

http://fritzing.org
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Web: https://www.halvorsen.blog/documents/technology/iot/raspberry pi.php

The Raspberry Piis a low cost, credit-card sized computer that plugs into a computer monitor or
TV, and uses a standard keyboard and mouse. The Raspberry Pi can run Linux and Windows 10 loT
Core.

Figure 27-1: Raspberry Pi

The Raspberry Pi has the following specifications:

e A 900MHz quad-core ARM Cortex-A7 CPU, 1GB RAM
e Micro SD Card

e Power (Micro USB)

e 3.5mm audio jack/composite video
e Wi-Fi and Bluetooth

e 40 GPIO pins

e 4xUSB2.0

e Ethernet

e 13x- GPIO pins

e 2x-SPl buses

e 1x-12Cbus

e 2x-5V power pins

e 2x-3.3V power pins

e 8x-Ground pins
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A 900MHz quad-core ARM
Cortex-A7 CPU
1GB RAM

http://www.raspberrypi.org

Figure 27-2: Raspberry Pi

Raspberry Pi 2 - Overview

The Raspberry Pi 2 is a low cost, credit-card sized computer that plugs into a computer monitor or TV,
and uses a standard keyboard and mouse. The Raspberry Pi 2 can run Windows 10 loT Core.

A 900MHz quad-core ARM

®
Cortex-A7 CPU, 1GB RAM Raspberry Pi

‘ | =@ Windows 10
?0 b Windows 10 loT Core

13x - GPIO pins
‘ 2x - SPI buses

Q 1x - 12C bus
2x - 5V power pins
2x - 3.3V power pins
8x - Ground pins

3.5mm audio
jack/composite

. o5 Ny
video Ty 2 Small-Scale Computer

Figure 27-3: Raspberry Pi Hardware and Connectors
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The Raspberry Pi 2 type B runs a quad-core ARM Cortex-A7 CPU and 1 GB RAM. It offers the
following Connectors:

* 4 xUSB 2.0 sockets

* 10/100 BaseT Ethernet socket

* HDMI video socket

* RCA composite video socket

* microSD card socket

*  Powered from microUSB socket

* 3.5 mm audio out jack

* Header for GPIO and serial buses (12C and SPI)

» Display Serial Interface (DSI) 15-way flat flex cable connector with two data lanes and a
clock lane

* Camera connector 15-pin MIPI Camera Serial Interface (CSI-2)

Figure 27-4 shows the Raspberry Pi Pin Mappings:

[}

B
errma
= e = a
o commm o
rvri oo
Coorn
o0&

0|0

SPIO SCLK

Reserved

(GPIO 6 |
14393 ma
1111 cPio2e 17
, .

14393

(2]
=
o
8]
10]
12)
14)
16)
18]
20]
22]
24)
26)
28]
30)
32)
34)
36)
38)
40]

SPI1 SCLK

Figure 27-4: Raspberry Pi — Pin Mappings

Industrial IT and Automation — Part 4: Internet of Things



207 27 Raspberry Pi

27.1 Accessories

Figure 27-5 shows some official accessories that can be used with Raspberry Pi.

Raspberry Pi Case

Raspberry Pi 7”” Touch Display g I
;& N
5 A
N
W=
Raspberry Pi Camera @8 Raspberry Pi Power Supply Raspberry Pi USB Wi-Fi Dongle

Figure 27-5: Raspberry Pi Accessories

27.2 Communication Protocols

Raspberry Pi supports the following protocols:
* UART (Universal Asynchronous Receiver/Transmitter,)

— http://en.wikipedia.org/wiki/Universal asynchronous receiver/transmitter

* SPI (Serial Peripheral Interface)

— http://en.wikipedia.org/wiki/Serial Peripheral Interface Bus

* 12C (Inter-Integrated Circuit)

— http://en.wikipedia.org/wiki/I2C

27.3 Windows 10 IoT Core

Windows 10 loT Core is a small scaled version of Windows running on small devices such as
Raspberry Pi 2.

More information: https://dev.windows.com/iot
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Web: https://www.halvorsen.blog/documents/technology/industry40/

The new “buzzword” for the combination of industry and the current Internet of Things (loT)
technology is Industry 4.0.

The term was first used in 2011 in Germany. In October 2012, a Working Group on Industry 4.0
presented a set of Industry 4.0 implementation recommendations to the German federal
government. The high-tech strategy document outlined a plan to almost fully computerize the
manufacturing industry without the need for human involvement[3].

So, is it just a “buzzword” or is it just “same shit — new wrapping”?

First things first — this isn't a new technology. Nor is it a business discipline. It is in fact a new
approach to achieve results that weren't possible 10 years ago thanks to advancements in
technology over the past decade.

Reference:

http://www.techradar.com/news/world-of-tech/future-tech/5-things-you-should-know-about-
industry-4-0-1289534

Industry 4.0 is called the fourth industrial revolution (see Figure 28-1).

Industry 4.0
@] 2011->

1969

1784

First mankind

20 mill Years ago Year Zero Today

Figure 28-1: The Beginning of Industry 4.0
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The first Industrial Revolution used water and steam power to mechanize production. The second
used electric power to create mass production. The third used electronics and information
technology to automate production. Now a fourth Industrial Revolution is building on the third,
the digital revolution that has been occurring since the middle of the last century. It is
characterized by a fusion of technologies that is blurring the lines between the physical, digital,
and biological spheres.

Reference:

http://www.weforum.org/agenda/2016/01/the-fourth-industrial-revolution-what-it-means-and-
how-to-respond

Figure 28-2 shows some important steps in the Industrial IT and Automation evolution and the
beginning of Industry 4.0.

Smartphone, 2007

1984: Macintosh
The 1976: Apple | '

Microprocessor, Internet
1971 of Things
&, World (IoT)

PR e Wide Web, and
o 1989-93 Indust
The first Computer § PC, 1981 i ry
The Turing Internet (1BM) '
. machme, 1936 1968.91
) ﬁ»ﬁ ‘
’ L 1.4 11930 20'16

Figure 28-2: Industry 4.0 — The Fourth Industrial Revolution?
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Web: https://www.halvorsen.blog/documents/technology/machine learning/

Machine Learning is all about Data Analytics, complex Mathematical Models and Algorithms, used
for Predictive Analytics. Machine learning is closely related to (and often overlaps with)
computational statistics, which also focuses on prediction-making through the use of computers. It
has strong ties to mathematical optimization.

e Machine Learning is about examine large amount of data (“Big Data”) looking for Patterns.

e |t applies statistical techniques to large amounts of data, looking for the best pattern to
solve your problem. This pattern can be referred to as a data model.

e The machine learning process starts with raw data and ends up with a model derived from
that data.

e The machine learning algorithm is run on prepared data, and the result is referred to as a
model.

e The knowledge gained is then used for Predictions, i.e., Predict the Future Machine
Learning is an iterative process, which continuously updates the model when new
data/knowledge arrives.

Machine Learning and Artificial Intelligence (Al) is closely related. You could say that Machine
Learning is a tool to achieve Artificial Intelligence (Al).

Another term used a lot lately is Deep Learning, which is also closely related to Machine Learning
and Artificial Intelligence. You could say Deep Learning is a technique for implementing Machine
Learning. See Nvidia (2017) for more details about these differences.

Figure 29-1 shows a simplified sketch of the Machine Learning process:

The goal is to understand the structure of the
data and find patterns

Statistics Analysis Model Validation

Big Data Data R
> » Model
DatJ Preparations
1 Algorithms
Iterative

Figure 29-1: Machine learning
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Machine Learning is about examine large amount of data (“Big Data”) looking for Patterns.

e |t applies statistical techniques to large amounts of data, looking for the best pattern to
solve your problem. This pattern can be referred to as a data model.

e The machine learning process starts with raw data and ends up with a model derived from
that data.

e The machine learning algorithm is run on prepared data, and the result is referred to as a
model.

e The knowledge gained is then used for Predictions, i.e., Predict the Future
e Machine Learning is an iterative process, which continuously updates the model when new
data/knowledge arrives.

Machine Learning Applications and Examples:

e Create complex Weather models from a large amount of collected weather data. The
weather models are then used to predict the weather in the future (short or long termed)

e Transportation: Self driving cars, ships or so-called Autonomous vehicles

e Marketing and sales, e.g., Online recommendation offers such as those from Amazon and
Netflix

e Apple Siri (intelligent personal assistant) and similar services

e Financial services, such as Stock market, etc.

... hundreds of other examples

For more information about Machine Learning:

https://halvorsen.blog/documents/technology/machine learning/

29.1 Machine Learning in Automation Systems

In Automation Systems, more traditional and well known “Machine Learning” principles such as
System Identification, State Estimation with Kalman Filter and Model Predictive Control (MPC) are
used. Machine Learning is all about Data Analytics, complex Mathematical Models and Algorithms
used for Predictive Analytics.

Machine learning is closely related to (and often overlaps with) computational statistics, which
also focuses on prediction-making through the use of computers. It has strong ties to
mathematical optimization. In System Identification, State Estimation (Kalman Filter) and Model
Predictive Control (MPC) all these things apply.
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29.1.1 System identification

System Identification uses statistical methods to build mathematical models of dynamical systems
from measured data.

We have 2 main categories of System Identification:

e Parameter Estimation based on that we have developed a mathematical model using the
laws of physics (Mechanistic Models) and you want to find the unknown model
parameters. Here we will use least squares method as an example. The unknown
parameters are then found from experimental data.

e Black-box / Subspace methods: System Identification based on that you do not have a
mathematical model available. The models (Empirical Models) are found from
experimental data only using advanced algorithms.

See Figure 29-2.

’/ System Datalogging from Real Syst
Identification atalogging from Real system

(Experimental Data)

A 2K

Physical Knowledge _/ Mechanistic Empirical EILS/kPER'
Models Models ack-oox,
o . \ » DSR/Subspace,
Finding mathematical model(s) The model is found from  Wavelet,
using the laws of physics/first experimental data etc.
principles
Datalogging from Real | T~
System | Estimation
(Experimental Data) /

Figure 29-2: System Identification
For more information, see:

https://www.halvorsen.blog/documents/automation/

29.1.2 State Estimation

State Estimation uses mathematical models in order to estimate the internal states of a process

The Kalman Filter is a commonly used method to estimate the values of state variables of a
dynamic system that is excited by stochastic (random) disturbances and stochastic (random)
measurement noise.
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LabVIEW has built-in functionality for both System Identification and State Estimation
For more information, see:

https://www.halvorsen.blog/documents/automation/

29.1.3 Model Predictive Control (MPC)

Model predictive control (MPC) is an advanced method of process control that has been in use in
the process industries since the 1980s.

Model Predictive Control (MPC) is a multivariable control algorithm.

Model predictive controllers rely on dynamic models of the process, most often linear empirical
models obtained by system identification.

MPC is based on iterative, finite-horizon optimization of a plant model.

This is achieved by optimizing a finite time-horizon, but only implementing the current timeslot.
MPC has the ability to anticipate future events and can take control actions accordingly.

More information about MPC:

https://www.halvorsen.blog/documents/automation/mpc/
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Part 5 : Applications and
Examples

In this part, we will go through some examples where many of the topics in this document has
been used.
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30 Weather Station

At the university, we have established a Weather System for presenting the weather at the
university.

SQL Server
Pressure, Temperature, Presentation of
Wind, etc. ‘ Historical Weather Forecasts
] ' 1 Data
ole 3 8 Fol;:::st
Web
OPCS ¢
erver API‘\. Local PCs

Weather Microserver

OPC-TCP/IP —
Development of
Tablets Weather Models
Gathering of :
Weather Data from

sensors Server for storage of
weather data, models
and forecast data

©Hans-Petter Halvorsen
Presentation of Weather Data

Figure 30-1: Weather Station Overview

The system is showing the weather data from the weather station located at the university. The
system shall be used to create weather models and forecasting. The weather system has a
SDK/API that makes it possible to retrieve data in different manners, including Web Services. APIs
have also been created for the following languages: C#, LabVIEW, MATLAB and Python. An OPC
APl is also available in these 4 languages. These APls make it possible to retrieve data from the
system and create your own weather models used in forecasting and weather prediction.

In the future, the weather system will be extended with more features, including more advanced
weather prediction and forecasts, but also native Apps for iOS, Android and Windows 8 will be
developed.

A Web site is part of the solution (Figure 30-2).
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< M & [ | 128.39.35.252/Weather/
L
X Weather System-Overview
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Hogskolen i Telemark

WEATHER SYSTEM
| _overview | Dotaiis | Trends | statitcs | Forecast | | avout |
OvervieEw Weather Today 12:42:25 1. desember 2012 FoRecasT
WV "‘, { )
0 mm 45 °C 36 mis 1011 hPa
Temperature

4

e
5

[9]
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S
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8
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Time Stamp

Model Owner MyModel

Model Name Test Model

Today's Forecast

J ( = .
Gi;
( A
L4
Ve
1,2 mm 1,3 °C 4 m/s
Tommorow's Forecast
4 > .
O Gi;
VS
Y/
1,2 mm 1,3 °C 4 m/s

Figure 30-2: Weather Station Web Site

The system consists of the following modules:

on the Tablet

Name Description Implementation
Modbus Data Service Get Weather Data into the Database LabVIEW
g:f:,ti:ir it Publish Methods and Data C#
Web Site Show Weather Data on TV and in Web Browser ASP.NET, C#
Tablet Data Web Service Publish selected Weather Data to make it availible LabVIEW

Tablet "App" Present Weather Data on a Tablet

LabVIEW + Data Dashboard for
LabVIEW

Makes it possible to retrieve Weather Data, Create

Weather System SDK Models, an Weather Forecast

C#, LabVIEW, MATLAB, Python

Configuration Tool Administrator Tool

LabVIEW or C#/WPF

Execute Models and updates the Database with

Model Prediction Service Forecast Data

LabVIEW

Native Tablet App(s) showing Weather Data and

Native Tablet App Forecast

iOS, Windows 8, Android
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30.1

Database

In Figure 30-3 we see the ER diagram of the database used in the Weather System.

CONFIGURATION

PK

ConfigurationID

Section
Key

Value
Description

USER_PASSWORD

PK

UserPasswordID

FK1

Password
UserinfolD

v

USER_INFO

PK

UserinfolD

UserName
FirstName
LastName
EmployeeNumber
EmailAddress
PhoneNumber
Address
PostalCode

City

f

WEATHER_MODEL

PK

WeatherModellD

FK1

ModelName
Rating
UserinfolD

WEATHER_DATA

DeviceName
.

PK | WeatherDatalD
WEATHER_PARAMETER
FK1 | WeatherParameterID
PK | WeatherParameterlD |g————— MeasurementValue
MeasurementDateTime
ParameterName LocalDateTime
Unit
Source —
ItemUrl <
ModbusRegister
ModbusAddress
Description FORECAST_DATA
Gain < PK | ForecastDatalD
Offset
FK1 [ ForecastiD
FK2 | WeatherParameterlD
ForecastValue
l ForecastDateTime
MODEL_PARAMETER
PK | ModelParameteriD
FK1 | WeatherModellD
FK2 | WeatherParameterlD < FORECAST
PK [ ForecastiD
FK1 | WeatherModellD
FK2 | WeatherParameterlD
DEVICE FK3 | ModelParameteriD
PK | DevicelD

Description

DEVICE_PARAMETER

PK

DeviceParameteriD

FK1
FK2

WeatherParameterlD
DevicelD

Figure 30-3: Database Diagram

A short description of the different tables:
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Table Name Description
CONFIGURATION Contain data used as configuration parameters and may be
utilized by the SQL server or other external applications.
USER_INFO Information of the Owners’ of the prediction models.
USER_PASSWORD Store password of owners’ of the prediction models.
DEVICE Extemal devices which use the service of the database such as:

Modbus, Tablet and website.

DEVICE PARAMETER The external devices are able to pre-select needed parameters.

WEATHER PARAMETER | Store all the sensors from the micro server, there are

68 parameters, but not all of them is used

WEATHER DATA All the values each parameters are updated in this table every

two minutes. The table will increase automatically by time.

WEATHER MODEL Contains weather prediction models.

MODEL PARAMETER Parameters of the model.

FORECAST Containing, weatherModelID, weatherParameterID,

modelParameter ID

FORECAST DATA Output values of the prediction models. The predicted values.

30.2 OPC Server

The KEPware OPC server is used. You need to use a Tunneller software in order to connect to the
OPC Server.

There exists OPC APIs for the following languages:

o CH

e LabVIEW
e MATLAB
e Python

30.3 Web Service

A Web Service has been made in order to get data from the system (Figure 30-4).

Web Service: http://128.39.35.252/WebApi/WebService.asmx
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Below we see the available web service methods:

Service

The following operations are supported. For a formal definition, please review the Service Description.

o GetDailyAverage
This function takes a parameter name as input and returns daily average for the past 30 days Example: GetDailyAverage(‘'umtTemp1')

o GetHourlyAverage
This function takes a parameter name as input and returns hourly average for the past 24 hours Example: GetHourlyAverage('umtTemp1')

o GetlLatestData
This function takes a parameter name as input and returns its latest recorded data Example: GetLatestData('umtTemp1')

o GetMaxMin
GetMaxMin(string parameterName,string period,string mode) This function takes a parameter name, period and mode(max or min) as input and returns the maximum or minimumrecorded
data of the selected parameter in the selected period. available periods are:1DayAgo,1WeekAgo,1MonthAgo,1YearAgo Example: GetMaxMin('umtTemp1','1DayAgo’,'min')

o GetSelectedLatestData
This function takes an array of parameter names as input and returns their latest recorded data Example: GetSelectedLatestData(arrayOfParameternames)

o GetSelectedMaxMinData
GetSelectedMaxMinData(string[] parameterName,string period,string mode) This function takes an array of parameter names,period and mode(max or min) as input and returns the
maximum or minimum valuesfor the selected parameters in the selected period.available periods are: 1DayAgo,1WeekAgo,1MonthAgo,1YearAgo Example:
GetSelectedLatestData('arrayOfParameternames’,'1WeekAgo','min')

o GetSelectedWeatherItemsData
This function takes an array of parameter names and a period as input and returns their recorded data in the enetered period. Example: GetWeatherItemData(arrayOfaParameters,'2012-
11-02','2012-11-03")

o GetWeatherData
This function takes a period as input and returns recorded data for all parameters in this period. the input period can be:1HourAgo,1DayAgo,1WeekAgo, 1l hAgo,1YearAgo
GetWeatherData('1WeekAgo')

o GetWeatherItemData
This function takes a parameter name and a period as input and returns the recorded data of this parameter in the enetered period. Example: GetWeatherItemData('umtTemp1','2012-11-
02','2012-11-03")

o GetWeatherParameters
This function returns all the data Inside WEATHER_PARAMETER table in the Weather station database

Figure 30-4: Weather Station Web Service

30.4 iPad App

Below we see the iPad App that has been made for the Weather Station.

Telemark University College

Wind Direction

/
\
150 200
Temperature Barometic Pressure

-4,417 Deg.C /-, o s 1011  hPa

Wind Speed Wind Chill

3,136 ms | g 800+ -9,417 DegC

Rainfall 354.4 Humidity
0 mm 2 .o 89 %

Visit

Weather Station W it

Figure 30-5: Weather Station iPad App
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30.5 Windows 10 Universal App

In Figure 30-6 we see the Windows 10 Universal App that has been made.

A1 ) 9

Telemark University College

Wind speed Wind direction Air pressure
o
6th August

/' . ’ 350 ase i\/)
Porsgrunn . %
_A.A'

31m/s 163.1°

Rainfall
1wy

1009.2 hPa

Humidity Wind chill

D
15.8 °C " 6 R

13.5°C

Max values yesterday
Temperature wind speed

Air pressure

Min values yesterday
Rainfall

Temperature Wind speed Air pressure
1018.4 hPa 12.2 mm

146°C

218°C 8.1m/s

Rainfall

Om/s 1014 hPa

0 mm

Last update: 06.08.2013 14:02:45

Figure 30-6: Weather Station Windows 10 Universal App

You can download the App from Windows Store for free.
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31 DeltaV Training and
Research Center

DeltaV is a Process Control System from Emerson, see Figure 31-1.

WorkStation

Secondary Control Network

O
Primary Control Network o || ——m———=—-
: Secondary Hub
| /

Primary Hub // \
||0uuonouo|
4 '
|
||ouuuuou| |
1/O Subsystem
J Controller

|
System Power Supply |
|
|

Figure 31-1: DeltaV Hardware Overview

Figure 31-2 shows the DeltaV Training and Research Center Web Portal that has been made.
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31 DeltaV Training and Research Center

DeltaV

Research Center

On this website you will find:

o Basic informat ion about the DeltaV system

o Basic information about the UBD Model and the Silo Model
e A brief user manual

o Specifications and schematics of the DeltaV system

¢ Information about DeltaV student projects

Is a information portal for HiT's DeltaV distributed control system.

Training Center

Is a training portal for HiT's DeltaV Training Station
On this website you will find:

* Basic information about DeltaV

* Basic information about the DeltaV Training Station

* Basic information about the Air heater, level control, two-tank, pt-
100

* Video tutorials and written tutorials

Figure 31-2: DeltaV Training and Research Center Web Portal

You can access the Web Portal here: http://128.39.35.248/DeltaV

31.1 Training Center

An important part of the system is a Training Station (Figure 31-3) where students and staff (or

others) can learn to use the DeltaV platform.
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......
......

s ssssssssssheen

Figure 31-3: DeltaV Training Station

31.2 Research Center

The DeltaV Center has also several DeltaV facilities used in research.

SIIH . OMODE L I
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31 DeltaV Training and Research Center

DeltaV

RESEARCH CENTER

I T T T T

| General Information I

UBD Model |

Silo Model |

UDB model screen in DeltaV Operate Run

Underbalanced Drilling Model

UBD is short for "Underbalanced Drilling", an
oil & gas drilling technique where the pressure
in the wellbore is kept lower than the fluid
pressure in the formation being drilled. This has
several advantages.

] Watch Video - Basic principles of
underbalanced drilling

The UBD model is a long pipe with various
instruments. There's control valves, flow
transmitters, wired/wireless pressure
transmitters and wired/wireless temperature
transmitters. In total there's 46 wired
instruments connected to a data recording
system from National Instruments, located in
cabinet 4300. Further there is 4 wireless
instruments. The wired data is sent from the NI
unit to DeltaV over ethernet. The wireless data
is sent to gateway with WirelessHART signals
and then via Modbus to DeltaV.

S 7 - ‘1
Various types of instruments on UBD-model like valves.
wired/wireless pressure transmitter and flow transmitter

All the work at the research facility are documented in the DeltaV Research Center Web Portal.
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32 Data Management and
Monitoring Platform

Figure 32-1 shows an overview of the Data Management and Monitoring Platform (DMM) that has

been developed.
Cloud Data Server

Arduino Ethernet /Wi-Fi Shield
Arduino Ethernet Shield

§

Data Storage and Service

ensor Data stored in the Cloud
Sensors

Presentation of Data
M

Figure 32-1: Overview of the Data Management and Monitoring Platform (DMM)

Logging Sensor Data to the Cloud

Arduino

Database:

An important part of the DMM platform is the Database where all the configuration data, sensor

data, etc. are stored (Figure 32-2).
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CONFIGURATION
Configurationld: int

Section: varchar(20) TAGGROUPUSER TAGGROUP TAQINGROUE EVENTLOG
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Figure 32-2: DMM Database

Management:

Here we can configure Devices and Tags (Figure 32-3, Figure 32-4)

Datalogging, Management and Monitoring

Datalogging, Management and

Monitoring

Hans-Petter Halvorsen

Management and Configuration
Devices are typicallly sensor nodes that include one or more measurements, so-called tags.
Gell Device Management

W Tag Management - Create Tags and link them to a spesific Device.

Monitoring
|2 Chart
Q, Search Data

Figure 32-3: DMM Platform - Management
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Tag Management

Tag Management

Hans-Petter Halvorsen

£ Main ¥ New Tag

Tags
Devices are typicallly sensor nodes that include one or more measurements, so-called tags. A Device can be based on
hardware like Arduino, Raspberry Pi, and different DAQ devices/I/O modules.

Select Device:

Ardino w1 &

List of Tags registered in the database:

Tagld Tag Name Tag Alias Action

8 Air Quality1 Air Quality Indoor - [ petete | -
9 Humidity1 Humidity Indoor - [ petete | -
1 Temperature1 Temperature Indoor - - -

Figure 32-4: DMM Management — Tag Configuration
Monitoring:

Here (Figure 32-5) we can see the logged data with charting possibilities, etc.

Data Monitoring

Data Monitoring

Hans-Petter Halvorsen

Data
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Figure 32-5: DMM Platform - Monitoring

With the DMM platform you can manage and monitor data in Control System, a SCADA System, a
Home Automation solution, etc.
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